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About the User Manual

This user manual mainly describes how to install and configure the NHP5010 PLC
wireless router.

Our company reserves the right to modify this manual for product upgrade or other
causes without notifying users in advance. This user manual is only for reference.

Organization

This user manual is organized as follows:

Chapter Description
Chapter 1 Safety Provide safety precaution information.
Precautions

Chapter 2 Overview

Provide a general overview of the NHP5010
PLC wireless router, and the packing list.

Chapter 3 Hardware
Description and Device
Connection

Mainly describe the hardware of the PLC
wireless router and the procedure for connecting
the wireless router.

Chapter 4 Configuring the
LAN PC

Describe how to configure your PC and wireless
connection.

Chapter 5 Web
Configuration

Describe how to log in to the PLC wireless
router and configure the parameters in the Web
pages.

Chapter 6 Using the
Security Pushbutton

Describe how to add a device to an existing
network or remove a device from an existing
network by the Security pushbutton.
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Features

PLC Features

Power voltage range is 100 to 240 VV AC 50/60Hz.

Support the HomePlug AV protocol and the IEEE1901 protocol.

PLC physical link rate is up to 500Mbps.

Support the following modulation schemes: OFDM QAM
4096/1024/256/64/16/8, QPSK, BPSK, and ROBO.

Support 128-bit AES link encryption and user NMK authentication, for
providing secure power line communication.

Support windowed OFDM with noise mitigation based on patented line
synchronization technique, for improving data integrity in noisy conditions.
Support channel self-adaptation and channel estimation for maximizing
real-time throughput.

Support priority-based CSMA/CA channel access scheme for maximizing
efficiency and throughput.

Support four-level QoS.

Support ToS and CoS packet classifications.

Support IGMP multicast management session.

Wireless Features

Support IEEE802.11b, IEEE802.11g, IEEE802.11n, IEEE802.3, IEEE802.3u,
IEEE802.11i and IEEE802.11e.

Support 2T2R mode. Transmission data rate is up to 300Mbps.

Support WEP and WPA for secure data transmission.

Support DHCP server.

Support version upgrade through Web page.

Support restoring factory default settings.

Support the following wireless security modes: WEP, WPA-PSK, WPA2-
PSK, and WPA/WPA2-PSK

Support system status display.

Support system log.
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1 Safety Precautions

This device is intended for connection to the AC power line. Before using this
product, please read the following precautions:

Follow all warnings and instructions marked on the product.

Unplug the device from the wall outlet before cleaning. Use a dry cloth for

cleaning. Do not use liquid cleaners or aerosol cleaners.

Do not put this product near water.

Do not put this product near a radiator or heat source.

Do not use an extension cord between the device and the AC power source.

Only a qualified technician should service this product. Opening or

removing covers may result in exposure to dangerous voltage points or

other risks.

Unplug the device from the wall outlet and refer the product to qualified

service personnel for the following conditions:

- If liquid has been spilled into the product

- If the product has been exposed to rain or water

- If the product does not operate normally when the operating instructions
are followed

- If the product exhibits a distinct change in performance
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2 Overview

2.1 Product Introduction

Thank you for purchasing the NHP5010PLC wireless router.

The NHP5010 PLC wireless router is compatible with the HomePlug AV, IEEE1901
and 802.11b/g/n protocols. It supports CCK and OFDM modulation schemes. Its
PLC physical link rate is up to 500Mbps, and its wireless physical rate is up to
300Mbps in the 802.11n mode.

The NHP5010PLC wireless router supports 128-bit AES link encryption of power
line communication and wireless security modes including WEP, WPA-PSK, WPA2-
PSK, and WPA/WPA2-PSK, which provide secure and reliable communication for
users.
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3 Hardware Description and Device Connection
3.1 LED Status Description and Pushbutton
Description

There are 5 LED indicators on the front panel of the PLC wireless router. By
observing their status, you can check whether the device runs normally.

r- >y

Power

LAN1

LAN2/WAN

B J}IFC

Data

WLAN/WPS

L]
=

Security

O

Reset

L]
O wes
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The following table describes the status of LED indicators on the front panel:

LED

) Color | Status Description
Indicator
Green On System runs normally.
System is resetting.
Power Green Blink System is in the process of password
synchronization.
- Off Device is powered off or system is down.
Green On Connection via the LAN1 interface succeeds.
) Data is being transmitted via the LAN1
Green Blink )
LAN1 interface.
Off No connection is established via the LAN1
interface.
Connection via the LAN2/WAN interface
Green On
succeeds
) Data is being transmitted via the LAN2/WAN
LAN2/WAN Green Blink .
interface.

No connection is established via the
LAN2/WAN interface.

PLC transmission rate equals to or is greater

Green On
than 40Mbps.

PLC transmission rate is between 20Mbps and

Orange | On
40Mbps.
Data — -
PLC transmission rate is smaller than or equals
Red On
to 20Mbps.
Off Device is not connected to the power line
network.
Green On WLAN is enabled.
Green Blink Wireless data is being transmitted.
- Off WLAN is disabled.
WLAN/WPS WLAN is enabled and WPS connection
Orange | On
succeeds.
) WPS negotiation is in progress and wireless
Orange | Blink

data is being transmitted.

4
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The following table describes pushbuttons on the front panel:

Button Description
It is used to set the status of the device members.
® Press and hold the Security pushbutton for more than 10
seconds to exit the current network and generate a random
Security password of network member.
® Press and hold the Security pushbutton for less than 3
seconds, and then the PLC wireless router becomes a
member of the existing AVLN.
Reset Press the Reset pushbutton for more than 3 seconds and then
release it. System restores the factory default settings.
It has the following functions:
® Press the WPS pushbutton for less than 3 seconds to enable
WPS the negotiation of PBC mode.

® Press the WPS pushbutton for more than 5 seconds to
enable or disable WLAN.




NHP5010 User Manual

3.2 Interface and Switch Description

LAN1

LAN2/WAN

OFF ON

The following table describes interfaces and switch on the PLC wireless router:

Interface Description
LANL RJ45 LAN interface, for connecting a hub, switch, or
computer on a LAN.
RJ45 LAN interface, for connecting a hub, switch, or
LAN2/WAN
computer on a LAN.
OFF ON Turn on or turn off the device.

3.3 Hardware Installation

3.3.1 System Requirements

Before installing the device, please ensure that the following items are ready:
® At least one Ethernet RJ45 cable (10Base-T/100Base-T)

® One NHP5010 PLC wireless router

® One PLC device for PLC communication

® APC thatis installed with the TCP/IP protocol and can access the Internet.
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3.3.2 Before You Begin

Before you install the device, please pay attention to the following items:

® When the device is connected to a computer, hub, router, or switch, the Ethernet
cable should be shorter than 100 meters.

@ Place this device on a stable surface or support. Do not put this device on the
ground.

® Keep the device clean. Keep away the device from direct sunshine. Avoid any
metal in the device.

® Place the device in the center of the placement area, and try to optimize the
wireless coverage.

3.3.3 Connecting the Device
To connect the device, do as follows:
Step 1  Connect one end of the RJ45 cable to the LAN interface of the PLC
wireless router.
Step 2  Connect the other end of the RJ45 cable to your PC.
Step 3  Insert the power plug of the device into the wall socket directly.
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3.4 Operation Range

The operation range of the PLC wireless router depends on the actual
environment. The path and effect of signal transmission may vary with the
deployment in a house or an office. In theory, the maximum PLC transmission
distance can reach 300 meters. But for the practical application, the PLC
transmission distance may vary due to the number of PLC devices connected to
the power line network. For wireless transmission, straight transmission distance

in the open air for some devices can reach 300 meters and indoor transmission
distance can reach 100 meters.

3.5 Improving the Transmission Performance of
Network

In order to improve the transmission performance of network, it is recommended

that you insert the power plug of the device into the wall socket directly. Do not
use the patch board.

AN
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4 Configuring the LAN PC

By default, the DHCP server is enabled. The LAN IP address of the PLC wireless
router is 192.168.99.1 and the subnet mask is 255.255.255.0.

1 Note:
The configuration steps and figures on Windows XP are depicted as an
example. The configuration process may vary depending on operation system
of your PC.

To manually set the network adapter on Windows XP system, do as follows:
Step 1  Right-click the icon of My Network Places and choose Properties from
the menu. The Network Connections window appears.

Open
Explore
Search for Computers, ..

Map Mebwork, Drive. ..

Disconnect Metwark, Drive. .,

Creake Shortout
Delete
Rename

Praperties

Step 2  Right-click the network adapter icon and choose Properties from the
menu. The Local Area Connections Properties window appears.
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" Network Connections \ZHEHX|
File Edit View Favorites Tools Advanced  Help a~
Qe - @ - [F| O seach [ ros | [T

Address | & Network Connections v B

4| Broadband

Network Tasks

Creste a new

connection
¥ Setup s home or small

office network. [l
@ Change Windows

Firewall settings

@ Disable this network. ads|
device

Q Repair this connection
i Rename this connection LAN or High-Speed Internet

& Wiew status of this
connection

Change sattings of this
connection

Disable
Status
Repair

Other Places

M= Eridge Connections

@ control Panel

& My Metwork Places

My Documents -
3 My Computer

Create Shorteut
Delete
Rename

Details €3

Local Area Connection 2

L Note:
If multiple network cards are installed on your PC, a window other than the
Local Area Connections Properties window may appears.

Step 3 Double-click Internet Protocol (TCP/IP) and the Internet Protocol
(TCP/IP) Properties window appears.

10
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Step 4

- Local Area Connection Properties

General | Advanced

Connect using:

|@ Brroadoom 440x 10100 Integrated Ce ‘

This connection uzes the following iterms:
%EIienl for Microsoft Metwaorks
gFile and Printer Sharing for Microsoft Metworks
BQUS Packet Scheduler
I ritemet Protocal [TCP/P)

Drezcription

Transmiszion Contral Protocol/|ntermet Pratocol. The default
wide area network pratacol that provides communication
acrogs diverse interconnected networks.

[] Show icon in notification area when connected
Motify me when this cannection has limited ar no connectivity

Select Use the following IP address and enter the IP address of the
network adapter. Set the IP address to 192.168. 99.X (‘X' is a number in
the range of 2 to 254) and set the subnet mask to 255.255.255.0.
Configure the default gateway and IP addresses of the DNS servers
according to your actual network, or leave them blank. After setting the
parameters, click OK.

11
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Internet Protocel (TCP/R) Properties F? ’Y
Gerees
You con got IP settings sssigred sutomatically § your networdk nppots

thes capabiity. Ohwervese, you rmad 10 8tk pour network admentision oo
the appecpnate IP sefingt

O Qttan an IP addess sutomaticaly
(® Uge e lolowng IP addess

P addess 1R .168,99 123
Sybret mack 255 .25 .2%5. 0
[ 152.168.99 1|

(3 Usg the lodowsrg DNS server addesses
Dreloned DNS seever
byt DNS server

(o] (e ]

Step 5 Ping the default IP address of the PLC wireless router, to check whether

the current connection between your PC and the PLC wireless router is
normal. Choose Start > Run from the desktop and enter ping
192.168.99.1. See the following figure:

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

:ping 192.168.99.1

OK ][ Cancel ][ Browse... ]

L1 Note:
12
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192.168.99.1 in the ping command is the default IP address of the LAN
interface. If the IP address changes, enter the current IP address instead.

Step 6 If your PC can ping through the default IP address of the PLC wireless
router, the following page appears, indicating that the connection
between your PC and the PLC wireless router is normal:

INDO¥S\systandZ\ping. exe

13
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5 Web Configuration

This chapter describes how to log in to the PLC wireless router as a super user
and how to configure the parameters in the Web pages.

5.1 Logging In to the PLC Wireless Router

If you log in to the PLC wireless router for the first time, do as follows:
Step 1 Open the IE browser, and enter http://192.168.99.1 in the address bar.

Welcome to Web Management

Language : |English
Username :

[ remember my login info on this computer

Step 2 In the login page, enter the user name and password.

1 Note:
® Both the default user name and password of super user are admin.
Step 3 Click Login, and the following page appears.

14
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP
J—
e

There are two ways to set up your Internet connection. You can use the Web-based Internet
Connection Setup Wizard or you can manually configure the connection.

fore, dick o
izard” and the router

INTERNET CONNECTION WIZARD D T DZE
Time and Date

ully connect you

to the internet.
Logout Setup Wizard

I Note: Please refer to the Quick Install Guide, and configure the router gradualy.

Note:
The LAN user is allowed to access the PLC wireless router by two-level user
names and passwords (admin/admin and user/user).

5.2 Setup

5.2.1 Wizard

You can set the basic network parameters for accessing the Internet by following
this wizard.

To configure the wizard, do as follows:

Step 1 Choose SETUP > Wizard, and the following page appears.

15
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Setuy f are ne
There are two ways to set up your Internet connection. You can use the Web-based Internaet Wi

networking and have
Wireless Setup Connection Setup Wizard or you can manually configure the connection. r configured a router

before, dick on "setup
LAN Setup wizard" and the router
INTERNET CONNECTION WIZARD R
Time and Date process to

Auly connect you

to the internet.

I Note: Please refer to the Quick Install Guide, and configure the router graduzlly.

1 Note:
When you order the broadband service, pay attention to the Internet

connection type. The PLC wireless router adopts Ethternet connection.
Technical parameters of Internet connection properities are provided by your
Internet service provider (ISP). For example, your ISP should tell you whether
the Internet connection mode is static IP or dynamic IP, and whether the
protocol used for Internet communication is DHCP or PPPOE.

Step 2 Click Setup Wizard to display the following page:
(WELCOMETOPLCSETUPWIZARD

This wizard will guide you through a step-by-step process to configure your new router and connect to the
Internet.Please folow these steps as bellow:

» Step 1 : Change Device Login Password

s Step 2 : Set Time and Date

s Step 3 : Setup Internet Connection

s Step 4 : Setup Wireless Connection

s Step 5 : Setup Wireless Security

» Step 6 : Save and Complete

Step 3 There are 6 steps for configuring the wizard. Click Next to display the
following page:

16
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The factory default password of this router is admin. To secure your network, PLC recommends that you should choose

2 new password. If you do not wish to choose a new password now, just click Skip to continue. Click Mext to proceed
to next step.

New Password :
Confirm Password :

New Password :
Confirm Password :

1 Note:

The password of the default super user of the PLC wireless router is admin. In

order to ensure your network security, it is recommended to change the default
password.

Step 4 In this page, you can change the password of the PLC wireless router. If
you do not want to change the password, click Next or Skip. After setting
the new password, click Next to display the following page:

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal systam
clock. From this section you can set the time zone that you are in and set the NTP (Metwork Time Protocol) Server.

Enable NTP
First NTP time server :
Second NTP time server : time.nistgoy s

TIME CONFIGURATION

Current Router Time : 1971/01/0100:20:13
Time Zone : [ {GMT +08:00) Beijing, Chongaing, Hong Kong, Urumg |
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Step 5 In this page, you can set the Network Time Protocol (NTP) server
according to your time zone. After setting the NTP server and time zone,
click Next to display the following page:

Use this section to configure your Internet Connection type. If you are unsure of your connection method, please
contact your Internet Service Provider.

Enable WAN
‘Connection Type :
DHCP
Service Type : Static P
FRRoE
|Erid
DHCP
Vendor Class 1D L ]
u: [ e
DNS (DOMAIN NAME SERVER)
Assignment : @ ae O manual
on orema) E—
DNS (Secondary ) IP : I:l
PORT BINDING
LAN Port : O iant O ianz
WLAN Port : O ssior O ssipz O ssioz O ssoe

[0 Enable VLAN Tagging

Step 6 The PLC wireless router supports 4 types of Internet connection: DHCP,
Static IP, PPPoE, and Bridge. In this page, you can select the proper
Internet connection mode and configure the relevant parameters
according to the actual requirements. If you are not sure of your Internet
connection mode, please contact your ISP.

(1) DHCP

If you select DHCP, the PLC wireless router automatically obtains the IP address,

subnet mask and IP address of the gateway from the ISP. If your ISP does not

provide IP network parameters, please select this mode. See the following figure:

18
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Use this section to configure your Internet Connection type. If you are unsure of your connection method, please
contact your Internet Service Provider.

WAN SETTING
Enable WAN
Connection Type :
Service Type : INTERNET. ha

Hostname : I:l

Vendor Class ID : l:l

uu: R
Assignment : & auts O Manual

DNS (Primary) IP : l:l

DNS (Secondary ) IP : I:l

LAN Port : O iant O tanz

WLAN Port : O ssior O ssipz O ssioz O ssoe

[0 Enable VLAN Tagging

The following table describes parameters in this page:

Field Description
Enable WAN Enable or disable the WAN connection of DHCP type.
Connection Type Select DHCP from the drop-down list.

® INTERNET: It is mainly used for the Internet service,
for example, surfing the Internet.
® TRO069: It is mainly used for the TRO69 service, for

Service Type
example, TR069 remote management.
® TRO69_INTERNET: Itis a mixed type, which applies to
both the Internet and TR069 services.
Hostname Set the host name of local computer.
Vendor Class ID Enter the vendor class ID. DHCP server assigns the IP

19
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Field

Description

address to your router according to the vendor class ID.

MTU

Set the maximum transmission unit (MTU). It is 1,500 bytes
for most Ethernet networks. But some ISPs may require
smaller MTUs. Do not modify the value of MTU size unless
it is necessary for your ISP connection.

Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
your router.

DNS (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

If the ISP provides another DNS server, enter its IP address

DNS (Secondar
P ( ) in this field. If the primary DNS server fails to resolve the
domain name, the secondary will resolve it.
The PLC wireless router supports 2 LAN ports, which can
LAN Port . .
be bound to different interfaces.
The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .
be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(2) Static IP

If your ISP provides the information of IP address, subnet mask, gateway, and
DNS server, please select Static IP. For detailed settings, refer to your ISP.

20
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Use this section to configure your Internet Connection type. If you are unsure of your connection method, please
contact your Intemet Service Provider.

Enable WAN
Connection Type :
Service Type : INTERNET v

Subnet mask : L 1

O R

o e
DNS (DOMAIN NAME SERVER)

Assignment : Auto & Manual

o orima E—

DHS (Secondary ) IP 1

LAM Port : O any O vanz

WLAN Port : [ sso: [ ssip2 O ssoz [ ssioe

[0 Enable VLAN Tagging

The following table describes parameters in this page:

Field Description
Enable WAN Enable or disable the WAN connection of static IP type.
Connection Type Select Static IP from the drop-down list.

® INTERNET: It is mainly used for the Internet service,
for example, surfing the Internet.
® TRO069: It is mainly used for the TRO69 service, for

Service Type example, TR069 remote management.
® TRO69_INTERNET: Itis a mixed type, which applies to
both the Internet and TR069 services.
Enter the WAN IP address provided by the ISP. Do not
IP address

leave this field blank.

21
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Field

Description

Subnet mask

Enter the WAN subnet mask provided by the ISP. It varies
with the network types. Usually, the subnet mask is
255.255.255.0 (Class C).

Default Gateway IP

Enter the IP address of gateway provided by the ISP. This
IP address is used for connecting to the ISP.

Set the maximum transmission unit. it is 1,500 bytes for
most Ethernet networks. But some ISPs may require

MTU smaller MTUs. Do not modify the value of MTU size unless
it is necessary for your ISP connection.
You can manually enter the IP address of domain name
Assignment server or let the DNS server automatically assign one to

your router.

DNS (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

If the ISP provides another DNS server, enter the IP

DNS (Secondar
P ( ) address of the DNS server. If the primary DNS server fails
to resolve the domain name, the secondary will resolve it.
The PLC wireless router supports 2 LAN ports, which can
LAN Port . .
be bound to different interfaces.
The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .
be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(38) PPPoE

If the ISP provides the user name and password for PPPoE dialup, please select

PPPOE.

22
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Use this section to configure your Internet Connection type. If you are unsure of your connection method, please
contact your Internet Service Provider.

WAN SETTING
Enable WAN
‘Connection Type :
Service Type : INTERNET. 3

PPPOE Account : ]

PPPoE Password : I:l

‘Confirm Password : I:l
Authentication Method : AUTO v

MTU : 1492 (64-1492)

DNS (DOMAIN NAME SERVER)

Assignment : & auts O Manual

DNS (Primary) IP : l:l

DNS (Secondary ) IP : I:l

LAN Port : O a0 anz

WLAN Port : O ssior O ssipz O ssioz O ssoe

[0 Enable VLAN Tagging

The following table describes parameters in this page:

Field Description

Enable WAN

Enable or disable the WAN connection of PPPOE type.

Connection Type

Select PPPoE from the drop-down list.

Service Type

® INTERNET: It is mainly used for the Internet service, for
example, surfing the Internet.

® TRO069: It is mainly used for the TR0O69 service, for
example, TR069 remote management.

® TRO69_INTERNET: Itis a mixed type, which applies to
both the Internet and TR069 services.

23
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Field

Description

PPPOE Account

Enter the user name provided by the ISP for PPPoE dialup.

PPPoE Password

Enter the password provided by the ISP for PPPoE dialup.

Confirm Password

Enter the PPPoE password again.

Authentication
Method

You can select AUTO, PAP, CHAP, MS-CHAP, or EAP from
the drop-down list.

MTU

Set the maximum transmission unit. It is 1500 bytes for most
Ethernet networks, 1492 bytes for PPPoE connection. But
some ISPs may require smaller MTUs. Do not modify the
value of MTU size unless it is necessary for your ISP
connection.

Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
your router.

DNS (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

If the ISP provides another DNS server, enter the IP address

DNS (Secondary) ) .
P of the DNS server. If the primary DNS server fails to resolve
the domain name server, the secondary will resolve it.
The PLC wireless router supports 2 LAN ports, which can
LAN Port . .
be bound to different interfaces.
The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .
be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(4) Bridge

In the Bridge mode, all physical ports and wireless interfaces co-exist in the

virtual interfaces.

24
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Use this section to configure your Internet Connection type. If you are unsure of your connection method, please
contact your Internet Service Provider.

WAN SETTING

Enable WAN
‘Connection Type :
Service Type :
PORT BINDING
LAN Port : O anvt O anz
WLAN Port : O ssp1 [ ssio2 [ ssp3 [ ssma

O Enable VLAN Tagging

The following table describes parameters in this page:

Field Description

Enable WAN Enable or disable the WAN connection of bridge type.
Connection Type Select Bridge from the drop-down list.
Service Type You can only select INTERNET.

The PLC wireless router supports 2 LAN ports, which can
LAN Port . .

be bound to different interfaces.

The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .

be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.

Step 7  After selecting the proper Internet connection type and setting the
relevant parameters, click Next to display the following page.
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parameters.

Through this page, you can configure the SSID, bandwidth etc.

Mote: The wireless client configuration parameters need to be consistent with this page to modify the configuration

WIRELESS NETWORK SETTINGS

Enable Wireless Interface

Wireless Network Name (SSID) :
Visibility Status : ® visible O mvisble
Country :
802.11 Mode :
Band Width :

Wireless Channel :

Step 8 In this page, you can configure the wireless parameters of the PLC
wireless router.
The following table describes parameters in this page:

Field

Description

Enable Wireless
Interface

Enable or disable the wireless interface.

Wireless Network
Name (SSID)

The wireless network name (SSID) can contain up to 32
characters and can be letters, numerals, underlines, and any
combinations of them. The SSID is case-sensitive.

Visibility Status

® |If Visible is selected, the PLC wireless router
broadcasts its SSID on the wireless network.

® If Invisible is selected, the PLC wireless router does not
broadcast its SSID on the wireless network.

Country Select the country where you are from the drop-down list.
® Select the appropriate wireless mode. The default is
Mixed 802.11b/g/n.
® 802.11b only: The maximum rate is 11Mbps.
® 802.11g only: The maximum rate is 54Mbps.
802.11 Mode

® 802.11n only: For 20M bandwidth, the maximum rate is
130Mbps (150Mbps for short preamble); for 40M Upper
(+) or 40M Lower (-) bandwidth, the maximum rate is
270Mbps (300Mbps for short preamble).
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Field Description

® Mixed 802.11b/g: It is compatible with 802.11b and
802.11g.

® Mixed 802.11n/g: It is compatible with 802.11n and
802.11g.

® Mixed 802.11b/g/n: It is compatible with 802.11b,
802.11n, and 802.11g.

You can set the band width only in the 802.11 mode that is
compatible with 802.11n. For 20M bandwidth, the maximum
Band Width rate is 130Mbps (150Mbps for short preamble); for 40M
Upper (+) or 40M Lower (-) bandwidth, the maximum rate is
270Mbps (300Mbps for short preamble).

Select the working channel of the wireless network. The
default is Auto Scan, which indicates that the wireless router
automatically searches for the best channel among the
available channels.

Wireless Channel

Step 9  After setting the wireless parameters, click Next to display the following
page.

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP., WPA. WPAZ2, WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides a
higher level of security.

WIRELESS SECURITY MODE

‘Wireless Security Mode :

i
,

Step 10 In this page, you can set the wireless security modes.
The PLC wireless router provides the following 5 types of wireless security modes:
None, WEP, WPA-PSK, WPA2-PSK, and WPA/WPA2-PSK.

(1) None

Select None from the drop-down list of wireless security mode to display the
following page.

27




NHP5010 User Manual

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP., WPA. WPAZ2, WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides a
higher level of security.

WIRELESS SECURITY MODE

Wireless Security Mode :

None means that data encryption is not adopted, the network is not secure, and
any station can access the network. This option is not recommended.

(2) WEP
Select WEP from the drop-down list of wireless security mode to display the
following page.

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP. WPA. WPAZ., WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides a
higher level of security.

WIRELESS SECURITY MODE

Wireless Security Mode :

If you choose the WEP security option this device wil ONLY aperate in Legacy Wireless mode (802.11B/G).

WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the wirelass
stations. For 64 bit keys you must enter 10 hex digits into each key box. For 128 bit keys you must enter 26 hex digits
into each key box. A hex digit is either a number from 0 to § or 3 letter fram & to F. For the most secure use of WEP
set the authentication type to "Shared Key" when WEP is enabled.

You may also enter any text string into 3 WEP key box, in which case it will be converted into a hexadecimal key using
the ASCII values of the characters. A maximum of 5 text characters can be entered for 64 bit keys, and 2 maximum of
13 characters for 128 bit keys.

WEP Key Length : {length applies to all keys )
Default Tx Key :
WEP Key Format :

W ket :
wep Ker2
W keya:
W ey
Authentication :

The following table describes parameters related to the WEP mode:
28



NHP5010 User Manual

Field Description

Select the encryption length of WEP key. You can select 64

WEP Key Length
YEENGM | it or 128 bit.

Select one from the four keys as the default key of the

Default Tx Key )
wireless network.

® When the key format is 64 bit, you need to enter 5
WEP Key ASCII characters or 10 hexadecimal digits.

Format ® When the key format is 128 bit, you need to enter 13
ASCII characters or 26 hexadecimal digits.

WEP Key 1/2/3/4 | Set 64-bit or 128-bit key according to the key format.

Select the proper authentication mode. You can select Open

Authentication
or Share Key.

(3) WPA-PSK
Select WPA-PSK from the drop-down list of wireless security mode to display the
following page.

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP. WPA, WPA2. WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides a
higher level of security.

WIRELESS SECURITY MODE

‘Wireless Security Mode :

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This mode uses VWPA for
legacy dlients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the
client supports wil be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy
stations are not zllowed access with WPA security. For maximum compatibility, use WPA Only. This mode use TKIP
cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA Mode :
Encryption Mode : @®mar aEs ' Both
Group Key Update Interval : 100 (60 - 65535)
PRE-SHARED KEY
pre share ker
The pre-shared key should be 8 to 63 ASCT], or 64 hexadecmal
numbers.

The following table describes parameters related to the WPA mode:
29



NHP5010 User Manual

Field Description
WPA Mode Only WPA-Personal is available.
Encryption Mode | Only TKIP is available.
Group Key

Set the update interval of group key.
Update Interval update interval of group key.

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke
y key to authenticate the identity of workstation.

(4) WPA2-PSK
Select WPA2-PSK from the drop-down list of wireless security mode to display the
following page.

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP. WPA. WPAZ2. WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides a
higher level of security.

WIRELESS SECURITY MODE

Wireless Security Mode : WPA-PSK ~

Use WPA or WPA2 mode to achieve 2 balance of strong security and best compatibiicy. This mode uses WPA for
legacy dlients while maintaining higher security with stations that are WPA2 capable. Also the strongest cipher that the
client supports wil be used. For best security, use WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy
stations are not alowed access with WPA security. For maximum compatibiity, use WPA Only. This mode use TKIP
cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WP Hode:
Encryption Mode : TKP @ ass Both

Group Key Update Interval : {50 - 65535)

PRE-SHARED KEY
Sn——

The pre-shared key should be 8 to 63 ASCII, or 64 hexadecimal
numbers,

The following table describes parameters related to the WPA2 mode:

Field Description

WPA Mode Only WPA2-Personal is available.

Encryption Mode Only AES is available.

Group Key Update | Set the update interval of group key.
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Field Description

Interval

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke
y key to authenticate the identity of workstation.

(5) WPA/WPA2-PSK
Select WPA/WPA2-PSK from the drop-down list of wireless security mode to
display the following page.

To protect your privacy you can configure wireless security features. This device supports three wireless security modes
including: WEP. WPA. WPAZ, WPA and WPA2 Mixed. WEP is the original wireless encryption standard. WPA provides 3
higher level of security.

WIRELESS SECURITY MODE

Wireless Security Mode :

WPA/WP2 MIXED

Use WPA or WPA2 mode to achieve 3 balence of strong security and best compatibiity. This mode uses WPA for
legacy clients while maintaining higher security with stations that are WPA2 capable. Also the strongest cpher that the
client supports will be used. For best security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy
stations are not alowed access with WPA security. For maximum compatibiity, use WPA Only. This mode use TKIP
cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security made {or in other words AES cipher).

WPA Mode :
Encryption Mode : TKIP aEs @ goth
Group Key Update Interval : 100 (80 - £5535)
PRE-SHARED KEY
pr-Share Koy
The pre-shared key should be & to 63 ASCIL, or 64 hexadecmal
numbers.

The following table describes parameters related to the WPA/WPA2 Mixed mode:

Field Description

WPA Mode Only WPA/WPA2 Mixed-Personal is available.

You can only select Both. Both indicates that it is

Encryption Mode ) )
compatible with TKIP or AES.

Group Key Update

Set the update interval of group key.
Interval P group ey

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke!
y key to authenticate the identity of workstation.
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Step 11 After selecting the proper wireless security mode and its relevant
parameters, click Next to display the following page.

Setup complete. Click "Back” to review or modify settings.

Time Settings : Enable

Protocol : DHeP

Wireless Network Name (55ID) : Pomerline

Wireless Channel : Auto Scan{recommended)
802.11 Mode : Mixed 802, 11b/g/n
Wireless Security Mode : None

Step 12 In this page, you can view the configuration information of the PLC
wireless router. If you want to modify some settings, click Back. If you
want to make the settings take effect, click Complete.

0 Note:
In any configuration page of Wizard, you can click Back to modify the previous
settings, or click Cancel to exit the page.
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5.2.2 Internet Setup
Choose SETUP > Internet Setup, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

When configuring the

Through the connection list, you can see the establishment of the WAN connection.

t,
the ct

LAN Setup CONNECTION LIST _]rl;t:ernet Connection

Time and Date Status Name Protocol Service Type Edit  Delete

If you
Logout Enabled 1_INTERMET R PPPoE INTERNET E 9 ;\phm to
aving tror
the Interne I
router, rify the

Service Provider (ISP)

DEFAULT GATEWAY if needed.

Default Gateway Mode: @ auto O Manual

‘Current Default Gateway : Mo Default Gateway

This device supports Internet access modes. In this page, you can add multiple
WAN connections and set the default gateway mode. You can manually or
automatically set the default gateway mode. If you select Manual, you need to
select a proper WAN connection from the drop-down list, except the bridge WAN
connections.

Click Add to display the following page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Setup

When you configure the router to access the Intemet, you must select the appropriate
connection type so that the data from the LAN port can be transmitted through the bound
WAN connection.

WAN SETTING

Enable WAN

‘Connection Type :

Service Type :

Hostname :

Vendor Class ID :

uru: E
Domain Name Server Assignment : & auts O Manual

Domain Name Server (Primary) IP : l:l
Domain Name Server (Secondary ) IP : l:l

PORT BINDING

LAM Port : O a0 eanz

WLAN Port : O ssior O ssoz O ssioz O ssios

[0 Enable VLAN Tagging

Helpful Hints...

Wihen configuring the
router to

Internet Connection
Type.

If you are
option to cho
having trouble a
the Internet th

with your Internet
Service Provider (ISP)
if needed.

The PLC wireless router supports four types of Internet connection modes. The
Internet connection modes contain DHCP, Static IP, PPPoE, and Bridge. In this
page, you can select the proper Internet connection mode and configure the
relevant parameters according to the actual requirements.

(1) DHCP

If you select DHCP, the PLC wireless router automatically obtains the IP address,
subnet mask, and IP address of the gateway from the ISP. If the ISP does not
provide any IP network parameters, please select this mode. See the following

figure:
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y// | SETUP ADVANCED MAINTENANCE STATUS HELP
—
When you configure the PLC router to access the Internet, you must select the appropriate

router to
W connection type so that the data from the LAM port can be transmitted through the bound I"t;"etr be sure

WAN connection. choose the correct
LAN Setup Internet Connection
¥ Enable Wan Type.
Time ate
1f you are unsure of which
Le -
o —— e E :

q
Service Type : INTERNET - e
ternet
Service Provider (ISP)
DHCP ifneeded.
Hostname :
Vendor Class ID :
MTU : 1500 (54-1500)
Domain Name Server Assignment : & auto © Manusl
Domain Name Server (Primary) IP :
Domain Name Server (Secondary ) IP :
PORT BINDING
LAN Port : I oans T oanz
WLAN Port : ™ sso: I ssp2 I sss [ ssina
™ Enable VLAN Tagging
Apply Cancel

The following table describes parameters in this page:

Field Description
Enable WAN Enable or disable the WAN connection of DHCP type.
Connection Type Select DHCP from the drop-down list.

® INTERNET: It is mainly used for the Internet service, for
example, surfing the Internet.
® TRO069: It is mainly used for the TR069 service, for

Service Type
P example, TR0O69 remote management.
® TRO69_INTERNET: a mixed type, which applies to both
the Internet and TRO69 services.
Hostname Set the host name of local computer.
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Field

Description

Vendor Class ID

Enter the vendor class ID. DHCP server assigns the IP
address to your router according to the vendor class ID.

MTU

Set the maximum transmission unit. It is 1500 bytes for
most Ethernet networks. But some ISPs may require
smaller MTUs. Do not modify the value of MTU size unless
it is necessary for your ISP connection.

Domain Name
Server Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
your router.

Domain Name
Server (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

Domain Name
Server (Secondary)
IP

If the ISP provides another DNS server, enter the IP
address of the DNS server. If the primary DNS server fails
to resolve the domain name, the secondary will resolve it.

The PLC wireless router supports 2 LAN ports, which can

LAN Port . .

be bound to different interfaces.

The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .

be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(2) Static IP

If the ISP provides the information of the IP address, subnet mask, gateway, and
DNS server, please select Static IP. For detailed settings, refer to your ISP.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Wizard

Helpful Hints...

Internet Setup \When conf .
When you configure the router to access the Intemet, you must select the appropriate When configuring the

router to a

connection type so that the data from the LAN port can be transmitted through the bound

W
WAN connection.
Le

Enable WAN

Connection Type : tatic IP (& router, Ple: e
with your Internet
Service Type : INTERNET v Service Provider (ISP}
ifneeded.
STATIC IP
1P address :
Subnet mask :
Default Gateway IP :
MTU : 1500 (54-1500)
Domain Name Server Assignment : Auto @ manual
Domain Name Server (Primary) IP :
Domain Name Server (Secondary ) IP :
PORT BINDING
LAN Port : O anvt Oanz
WLAN Port : O ssior O ssoz O ssioz O ssios
[J Enable VLAN Tagging
Apply

The following table describes parameters in this page:

I!

I

HH|

Field Description
Enable WAN Enable or disable the WAN connection of static IP type.
Connection Type Select Static IP from the drop-down list.

® INTERNET: It is mainly used for the Internet service, for
example, surfing the Internet.

® TRO069: It is mainly used for the TR069 service, for
example, TRO69 remote management.

® TRO069_INTERNET: It is a mixed type, which applies to
both the Internet and TRO69 services.

Service Type
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Field

Description

IP address

Enter the WAN IP address provided by the ISP. It cannot be
null.

Subnet mask

Enter the WAN subnet mask provided by the ISP. It varies
depending on the network type. Usually, the subnet mask is
255.255.255.0 (Class C).

Default Gateway IP

Enter the IP address of the gateway provided by the ISP.
This IP address is used for connecting to the ISP.

MTU

Set the maximum transmission unit. It is 1500 bytes for
most Ethernet networks. But some ISPs may require
smaller MTUs. Do not modify the value of MTU size unless
it is necessary for your ISP connection.

Domain Name
Server Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
your router.

Domain Name
Server (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

Domain Name
Server (Secondary )
IP

If the ISP provides another DNS server, enter the IP
address of the DNS server. If the primary DNS server fails
to resolve the domain name, the secondary will resolve it.

The PLC wireless router supports 2 LAN ports, which can

LAN Port . .

be bound to different interfaces.

The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .

be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(3) PPPoE

If the ISP provides the user name and password for PPPoE dialup, please select

PPPOE.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Setup When configuring the

‘When you configure the router to access the Internet, you must select the appropriate router to @
connection type so that the data from the LAN port can be transmitted through the bound Internet, be sure to
WAN connection. choose the correct
Internet Connection
Type.

WAN SETTING If you are unsure

option to choose and

Enable WAN having trouble

the Inteme
Connection Type : PPPOE v router,

with your Internet
Service Type : INTERNET v Service Provider (1SP)

if needed.

PPPOE

PPPOE Account : ]
PPPoE Password : l:l
‘Confirm Password : I:l

Authentication Method :

MTU : 1492 (128-1492)
Domain Name Server Assignment : & auts O Mamual

Domain Name Server (Primary) IP :

[

Domain Name Server (Secondary ) IP :

PORT BINDING

LAN Port : O ant O anz

WLAN Port : O sstp1 O ssipz O ssp3 O ssp4

[ Enable VLAN Tagging

The following table describes parameters in this page:

Field Description
Enable WAN Enable or disable the WAN connection of PPPOE type.
Connection Type Select PPPoE from the drop-down list.

® INTERNET: it is mainly used for the Internet service, for
example, surfing the Internet.

® TRO069: It is mainly used for the TR069 service, for
example, TR0O69 remote management.

® TRO69_INTERNET: It is a mixed type, which applies to
both the Internet and TR069 services.

Service Type
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Field

Description

PPPOE Account

Enter the user name provided by the ISP for PPPoE dialup.

PPPoE Password

Enter the password provided by the ISP for PPPoE dialup.

Confirm Password

Enter the PPPoE password again.

Authentication You can select AUTO, PAP, CHAP, MS-CHAP, or EAP
Method from the drop-down list.
Set the maximum transmission unit. It is 1500 bytes for
most Ethernet networks, 1492 bytes for PPPoE connection.
MTU But some ISPs may require smaller MTUs. Do not modify

the value of MTU size unless it is necessary for your ISP
connection.

Domain Name
Server Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
your router.

Domain Name

Server (Primary) IP

Enter the IP address of the primary DNS server. Domain
names should be resolved first by the primary DNS server.

Domain Name
Server (Secondary)

IP

If the ISP provides another DNS server, enter the IP
address of the DNS server. If the primary DNS server fails
to resolve the domain name server, the secondary will

resolve it.

The PLC wireless router supports 2 LAN ports, which can
LAN Port . .

be bound to different interfaces.

The PLC wireless router supports 4 wireless WLAN ports,
WLAN Port . . .

which can be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.
(4) Bridge

In the Bridge mode, all physical ports and wireless interfaces co-exist in the

virtual interfaces.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

When you configure the router to access the Internet, you must select the appropriate

connection type so that the data from the LAN port can be transmitted through the bound
WAN connection. the correct

LAN Setup Internet Connection
Type.
Time and Date MAISETTINE:
Logout
Enable WAN
‘Connection Type : 5
Service Type : Service Provider (1SP)
if needed.
PORT BINDING
LAN Port : O vant O eanz
WLAH Port : O sso1 [ ssiz [ ssm3 [ sso4

[J Enable VLAN Tagging

The following table describes parameters in this page:

Field Description

Enable WAN Enable or disable the WAN connection of bridge type.
Connection Type Select Bridge from the drop-down list.
Service Type You can only select INTERNET.

The PLC wireless router supports 2 LAN ports, which can
LAN Port . .

be bound to different interfaces.

The PLC wireless router supports 4 WLAN ports, which can
WLAN Port . .

be bound to different interfaces.
Enable VLAN | If you enable VLAN tagging and the VLAN value is not ‘0’,
Tagging message will carry the VLAN ID.

After setting the parameters, click Apply to save the settings.

5.2.3 Wireless Setup
Choose SETUP > Wireless Setup, and the following page appears.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

This section allows you to setup your wireless network on the router device.

LAN Setup WIRELESS BASIC
This setting is designed to assist you in connecting your wireless device to your router. Click
the button below to begin the basics settings.

a the
AP,
WIRELESS SECURITY
Configure your wireless security settings.
Wireless Security

Configure your WPS seftings.

5.23.1 Wireless Basic Settings

Choose Wirelss Setup > Wireless Basic on the left pane or click Wireless Basic
in the WIRELESS SETUP page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Setup

Mote: The wireless client configuration parameters need to be consistent with this page to

modify the configuration parameters. . ha
el e
Time and Date ks that .
contain any pe
WIRELESS NETWORK SETTINGS oo

Enable Wireless Interface

&

We recommend that you
able Aut

uter can
channel for

‘Wireless Network Name (SSID) :

Visibility Status : @ visble O mvisible
Country :
802.11 Made :
Band Width :

Wireless Channel :

In this page, you can configure the basic wireless parameters.
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The following table describes parameters in this page:

Field

Description

Enable Wireless
Interface

Enable or disable the wireless interface.

Wireless Network
Name (SSID)

The wireless network name (SSID) can contain up to 32
characters and can be letters, numerals, underlines, and any
combinations of them. The SSID is case-sensitive.

Visibility Status

® If Visible is selected, the PLC wireless router
broadcasts its SSID on the wireless network.

® If Invisible is selected, the PLC wireless router does not
broadcast its SSID on the wireless network.

Country Select the country where you are from the drop-down list.
Select the appropriate wireless mode. The default is Mixed
802.11b/g/n.
® 802.11b only: The maximum rate is 11Mbps.
® 802.11g only: The maximum rate is 54Mbps.
® 802.11n only: For 20M bandwidth, the maximum rate is
130Mbps (150Mbps for short preamble); for 40M Upper
(+) or 40M Lower (-) bandwidth, the maximum rate is
802.11 Mode

270Mbps (300Mbps for short preamble).

® Mixed 802.11b/g: It is compatible with 802.11b and
802.11g.

® Mixed 802.11n/g: It is compatible with 802.11n and
802.11g.

® Mixed 802.11b/g/n: It is compatible with 802.11b,
802.11n, and 802.11g.

Only in the 802.11 mode that is compatible with 802.11n, can

you set the band width. For 20M bandwidth, the maximum

Band Width rate is 130Mbps (150Mbps for short preamble); for 40M

Upper (+) or 40M Lower (-) bandwidth, the maximum rate is
270Mbps (300Mbps for short preamble).

Wireless Channel

Select the working channel of the wireless network. The
default is Auto Scan, which indicates that the PLC wireless
router automatically searches for the best channel among
the available channels.
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After setting the parameters, click Apply to save the settings.

5.2.3.2 Wireless Security Settings

Choose Wirelss Setup > Wireless Security on the left pane or click Wireless

Security in the WIRELESS SETUP page to display the following page.
/-

Internet Setup

Helpful Hints...

To protect your privacy you can configure wirelass security features. This device supports
Wireless Setup three wireless security modes including: WEP. WPA. WPA2, WPA and WPAZ Mixed. WEP is

the original wireless encryption standard. WPA provides a higher level of security.
LAN Setup

information on any
jevice that you

Time and Date

WIRELESS SECURITY MODE

connect to your wireless

Logout
hil network.

Wireless Security Mode :
None

WEP
WPA-PSK.

WPA2-PSK
APPY || wpawpazpsk

Wireless security settings are very important in protecting the wireless base
stations on your network and wireless communication between your router and
wireless network. The PLC wireless router provides 5 types of wireless security

modes, which contain None, WEP, WPA-PSK, WPA2-PSK, and WPA/WPA2-PSK.
(1) None

Select None from the drop-down list of wireless security mode to display the
following page.
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- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP. WPA. WPAZ2. WPA and WPA2 Mixed. WEP is
the original wireless encryption standard. WPA provides a higher level of security.

WIRELESS SECURITY MODE

Logout

‘Wireless Security Mode :

None means data encryption is not adopted and the network is not secure. Any
station can access the network. This option is not recommended.

(2) WEP
Select WEP from the drop-down list of wireless security mode to display the
following page.
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)/

Helpful Hints...

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP. WPA. WPAZ2. WPA and WPA2 Mixed. WEP is

_ the original wireless encryption standard. WPA provides a higher level of security. as
LAN Setup &
will need to e

information on any

Time and Date
WIRELESS SECURITY MODE ce that you
= Wireless Security Mode : WEP v k.

If you choose the WEP security optien this device wil ONLY operate in Legacy Wireless
mode (802.11B/G).
WWEP is the wireless encryption standard. To use £ you must enter the same key(s) into the
router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key
box. For 128 bit keys you must enter 26 hex digits into each key box. A hex digit is either 2
number from 0 to 9 or 2 letter from A to F. For the most secure use of WEP set the
aUthentication type to "Shared Key” when WEP is enabled.
You may also enter any text string into 2 WEP key box, in which case it wil be converted into
@ hexadecimzl key using the ASCII values of the characters. A maximum of 5 text characters
can be entered for 64 bit keys, and & maximum of 13 characters for 128 bit keys.

WEP Key Length : {length applies to all keys )

Default Tx Key :

WEP Key Format : HEX (10 characters) (%

W Key1

W Ker2

-

W Keys

Authentication :

The following table describes parameters related to the WEP mode:
Field Description

Select the encryption length of WEP key. You can select 64
bit or 128 bit.

Select one from the four keys as the default key of the
wireless network.

® When the key format is 64 bit, you need to enter 5
WEP Key ASCII characters or 10 hexadecimal digits.

Format ® When the key format is 128 bit, you need to enter 13
ASCII characters or 26 hexadecimal digits.

WEP Key 1/2/3/4 | Set 64-bit or 128-bit key according to the key format.
Select the proper authentication mode. You can select Open
or Share Key.

WEP Key Length

Default Tx Key

Authentication

ey
[<2)
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(3) WPA-PSK
Select WPA-PSK from the drop-down list of wireless security mode to display the
following page.

I - SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

If you have enabled

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP. WPA. WPAZ. WPA and WPA2 Mixed. WEP is

r u
the original wireless encryption standard. WPA provides a higher level of security.

Time and Date ormation on any

WIRELESS SECURITY MODE ice that you

= Wireless Security Mode : WRA-PSK v network.

Use WPA or WPA2 made o achieve 2 balance of strong security and best compatibiicy. This
maode uses WPA for legacy clients while maintaining higher security with stations that are
VWPAZ capable. Also the strongest cipher that the client supports wil be used. For best
security, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not
allowed access with WPA security. For maximum compatibiity, use WPA Only. This made use
TKIP cipher. Some gaming and legacy devices work only in this mode.
To achieve better wireless performance use WPA2 Only security made (or in other words AES
cipher).
WPA Mode :
Encryption Mode : @TaP (AES | Both
Group Key Update Interval : 100 (601 - 65535)
pre shared ke
The pre-shared key should be 8 to 63 ASCII, or 64
hexadecimal numbers.
Apply

The following table describes parameters related to the WPA mode:

Field Description
WPA Mode Only WPA-Personal is available.
Encryption Mode | Only TKIP is available.
Group Key

Set the update interval of group key.
Update Interval update interval of group key.

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke!
y key to authenticate the identity of workstation.

(4) WPA2-PSK
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Select WPA2-PSK from the drop-down list of wireless security mode to display the
following page.

SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

To protect your privacy you can configure wireless security features. This device supports {HE‘E hay T;S‘Ed -
three wireless security modes including: WEP. WPA, WPA2. WPA and WPA2 Mixed. WEP is L

the original wireless encryption standard. WPA provides 2 higher level of security.

ormation on any
e that yo
connect to your wireless

Logout
Wireless Security Mode : WRAZFSK > netwark.

Use WPA or WPA2 mode to achieve 2 balence of strong security and best compatibity. This
maode uses WPA for legacy clients while maintaining higher security with stations that are
VWPAZ capable. Alse the strongest cipher that the client supparts wil be used. For best
security, use WPA2 Only mode. This maede uses AES(CCMP) cipher and legacy stations are not
allowed access with WPA security. For maximum compatibility, use WPA Only. This mode use
TKIP cipher. Some gaming and legacy devices work only in this made.
To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode :

Encryption Mode : ke @ ags  Both

Group Key Update Interval : {50 - 65535)
PRE-SHARED KEY

preshared ke

WIRELESS SECURITY MODE

The pre-shared key should be & to 63 ASCIL, or 64
hexadecimal numbers.

The following table describes parameters related to the WPA2 mode:

Field Description
WPA Mode Only WPA2-Personal is available.
Encryption Mode | Only AES is available.
Group Key

Set the update interval of group key.
Update Interval update interval of group key.

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke:
y key to authenticate the identity of workstation.

(5) WPA/WPA2-PSK
Select WPA/WPA2-PSK from the drop-down list of wireless security mode to
display the following page.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Sety f you have enable
To protect your privacy you can configure wireless security features. This device supports If you have ensbled
three wireless security modes including: WEP, WPA. WPAZ2. VWPA and WPA2 Mixed. WEP is
the original wireless encryption standard. WPA provides a higher level of security.

Helpful Hints...

LAN Setup

The following table describes parameters related to the WPA/WPA2 Mixed mode:

Time and Date

WIRELESS SECURITY MODE

Logout
- Wireless Security Mode : WPASWPA2-PSK (@

WPA/WPA2MIX

Use WPA or WPA2 maode to achieve 2 balance of strong security and best compatibiity. This
made uses WPA for legacy clients while maintaining higher security with stations that are
WPA2 capable. Also the strongest cipher that the client supports will be used. For best
sacurity, use WPA2 Only mode. This mode uses AES(CCMP) cipher and legacy stations are not
allowed access with WPA security. For maximum compatibility, use WPA Only. This mode use
TKIP cipher. Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES

cipher).
WPA Mode :
Encryption Mode : TeP  a25 Both

Group Key Update Interval : {80 - 55535)

PRE-SHARED KEY
——

The pre-shared key should be 8 to 63 ASCII, or 64
hexadedmal numbers.

Field Description

WPA Mode Only WPA/WPA2 Mixed-Personal is available.

You can only select Both. Both indicates that it is

Encryption Mode
P compatible with TKIP or AES.

Group Key

Set the update interval of group key.
Update Interval update interval of group key.

Set the pre-shared key. The PLC wireless router uses this

Pre-shared Ke:
y key to authenticate the identity of workstation.

After setting the parameters, click Apply to save the settings.

5.2.3.3 WPS Settings

WPS refers to Wi-Fi Protected Setup. You can use the WPS setup function to add
a wireless client to a network, without setting some specific parameters, such as
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SSID, security mode, and password. To use this function, a wireless client must
support WPS. If the wireless client does not support WPS, you must manually
configure the wireless settings of wireless client, and ensure that its SSID and
other wireless security settings are the same as that of the PLC wireless router.
Choose Wirelss Setup > WPS on the left pane or click WPS in the WIRELESS
SETUP page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

,
Enable the wireless function , the WPS condition must be WPA-PSK or WPAZ2-PSK or

Wireless Setup WPA/WPA2-PSK security mode , and the SSID should be broadeasted.

ity I
LAN Setup broadcasted.
E——— jwes |

WPA Mode : WPA2 Mixed-PSK
Enabled WPS

Push Button : PBC

'WPS Session Status :

The following table describes parameters in this page:

Field Description
Wireless SSID Select a wireless SSID from the drop-down list.
WPA Mode Display current WPA mode.
Enabled WPS Enable or disable WPS.

Click the PBC button in this page, and then click
the PBC button in the configuration utility page of
Push Button wireless network card or press the WPS
pushbutton on the wireless network card within 2
minutes to finish WPS configuration.

Enter the PIN code that is generated randomly by
the configuration utility of wireless card.
WPS Session Status Display current WPS connection status.

Input Station PIN
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& Caution:

If you want to use WPS, you must select the WPA-PSK, WPA2-PSK or
WPA/WPA2-PSK mode and the SSID must be broadcasted.

WPS modes contain PBC mode and PIN mode.
® PBC Mode

Click the PBC button in the WPS page or press the WPS button on the PLC
wireless router to start WPS connection.

WPS session in progress ==> Inprogress

WPS is connecting ,please wait for a moment.

Press the WPS button on the network card or click the PBC button in the
configuration utility page of network card within two minutes to start WPS
connection. After WPS connection is established, the following page appears. The
client can now visit the LAN.

Push Button : PBC

Input Station PIN : PN

WPS Session Status : Add new device success! ==> Success
® PIN Mode

Enter the PIN of the network card in the WPS page (refer to the client of the
network card), and then click PIN to start WPS connection. The following page

appears:
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Push Button : PBC
Input Station PIN : 28388654 PIN
WPS Session Status : WPS session in progress ==> Inprogress

WPS is connecting ,please wait for a moment.

Click the PIN button in the configuration utility page of network card within two
minutes to start WPS connection. After WPS connection is established, the
following page appears. The client can now visit the LAN.

Push Button : -

Input Station PIN : | 28388654 [P )

WPS Session Status : Add new device success! ==> Success

5.2.4 LAN Setup
Choose SETUP > LAN Setup, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
Cawses

This section allows you to configure the LAN Setup settings of your router . Please note that
this section is optional and you should not need to change any of the settings here to get
your network up and running.

Mate: Generzlly, you do not need to modify the defauft configuration of this page.

ROUTER SETTING =

Time and Date

Enable Gateway Isolate : O
Enable DHCP Server

1P Pool Starting Address :

1IP Pool Ending Address :

IP Pool Subnet mask : 255.255.255.0
DHCP Lease Time : (1- 180 hours)
Domain Name Server Assignment : @ auto O Manual

Domain Name Server (Primary) IP : l:l
Domain Name Server (Secondary) IP : I:l
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In this page, you can configure the LAN settings of the PLC wireless router. You
can modify the IP address of the LAN interface according to the actual network
environment. The default IP address is 192.168.99.1. Please note that this is an
optional operation. Usually, you need not to modify the default settings in this page.
You may use the default settings and DHCP service to manage the IP setting of
the private network. The IP address of your host is from the DHCP address pool. If
you want to enable the DHCP function of the PLC wireless router on the LAN, the
network segment of DHCP IP pool of PLC wireless router must be the same as
that of the IP address of your host. If the IP network segment of the PLC wireless
router changes, the network segment of the DHCP IP pool will also change
automatically.

The following table describes parameters in this page:

Field Description

Set the IP address that a LAN user uses to access the
router. The default IP is 192.168.99.1. You can change it if
necessary.

Router IP Address

Subnet mask of the LAN interface. You can enter a different

Subnet Mask . )
subnet mask according to the actual network environment.

After the gateway isolation is enabled, PCs on the LAN side

Enable Gateway ; ) .
cannot communicate with each other directly among

Isolate .

different gateways.
Enable DHCP

Enable or disable the DHCP server.
Server
IP Pool Startin

g The first address in a consecutive IP address pool.

Address
IP Pool Ending . .

The last address in a consecutive IP address pool.
Address

IP Pool Subnet
Mask

The subnet mask of the IP pool is the same as that of the
PLC wireless router.

DHCP Lease Time

After the DHCP lease time is over, the PLC wireless router
automatically assigns new IP addresses for all connected
computers.

Domain Name
Server Assignment

You can manually enter the IP address of domain name
server or let the DNS server automatically assign one to
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Field Description

your router.

Domain Name | Enter the IP address of the primary DNS server. Domain
Server (Primary) IP | names should be resolved first by the primary DNS server.
Domain Name | If the ISP provides another DNS server, enter the IP
Server (Secondary) | address of DNS server. If the primary DNS server fails to
1P resolve the domain name, the secondary will resolve it.

After setting the parameters, click Apply to save the settings.

5.2.5 Time and Date

Choose SETUP > Time and Date, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Internet Setu ekeening is
The Time Configuration option allows you to configure, update, and maintain the correct time :f:p:dr;::}:fa:w':ate
Wireless Setuy on the internal system clock. From this section you can set the time zone that you are in and logs.

Logout

First NTP time server :
Second NTP time server : time. nist.gav &
TIME CONFIGURATION
Current Router Time :  1871/01/01 01:50:40
Time Zone : {GMT +08:00) Bejiing, Chongging, Hong Kong, Urumgi ~|
Apily

In this page, you can set the Network Time Protocol (NTP) server and your local
time zone, for updating and maintaining the router time.

After enabling the Internet time servers, select the proper time servers and your
local time zone, and then click Apply to save the settings.

When the PLC wireless router connects to the Internet, the router time will
synchronize with the time of selected time zone.

sef the NTP (Metwork Time Protocol) Server.

5.2.6 Logout

Choose SETUP > Logout to log out of the Web configuration page.
54




NHP5010 User Manual

5.3 Advanced Settings

5.3.1 DoS Protection

Denial-of-Service attack (DoS attack) is one of most common network attack types.
DoS attack is one type of external attacks launched by hackers, and it is usually
used to prevent the legal users from enjoying the service. The way of common
attack is to make the system server overload or let system crash.
Choose ADVANCED > DoS Protection on the left pane to display the following
page.

J// 1 seve | sovanceo | mamrenance | staws | e |

. )
This allows you to prevent your router from Denial of Service (DoS) attacks. DoS can be

checked based on your specific need.

PLC Setting

Enable Attack Prevent O

Helpful Hints...

Check Enable Attack Prevent, and the following page appears.
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Helpful Hints...

This allows you to prevent your router from Denial of Service (DoS) attacks. DoS can be
checked based on your specific need.

Enable Attack Prevent

Icmp Echo

Fraggle

Echo Chargen

1P Land

Port Scan

TCP Flags: Set "SYN FIN"
TCP Flags: Set "SYN RST"

TCP Flags: Set "FIN RST"
TCP DoS : (packets/second)

In this page, you can enable or disable the fire wall settings such as ICMP Echo,
Fraggle, and Echo Chargen.
After setting the parameters, click Apply to save the settings.

5.3.2 Access Control
Choose ADVANCED > Access Control, and the following page appears.
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Helpful Hints...

This section can allow you to set up Access Control to protect your network from attacking.

MAC FILTERING

The MAC (Mediz Access Controller) Address fifter aption is used to control network access
based on the MAC Address of the network adapter. A MAC address is 2 unigue ID assigned by
the manufacturer of the network adapter. This feature can be configured to DENY
network/Internet accass,

MAC Filter
DHCP FILTERING

The DHCP filter function includes IP reserving and black list. IP reserving binds an 1P address to
3 MAC address. It means that 3 PC which has the MAC is assigned the spacific IP address. Black
list function is that PCs whose MAC are in the black list can not be assigned IP address.

DHCP Filtering

The IP fiter option is used to control network access based on the IP of the network device.
This feature can be configured to DENY network/Internet access.

IP Filtering
PORT FILTERING

Some applications require that specific ports in the router's firewsl be opened for access by
the remote parties. Port Filtering opens up the "Open Ports” in the firewall when an application
on the LAN initiates a TCP/UDP connection to 3 remote party using the "Port Filtering”.

Port Filtering
URL FILTERING

The URL Filter option is used to block websites(i.e. www.yahoo.com).

URL Filtering

5.3.21 MAC Filtering

MAC (Media Access Control) address filter is used to filter the transmission data
according to the physical address of wireless network card.

Choose Access Control > MAC Filtering on the left pane or click MAC Filter in
the ACCESS CONTROL page to display the following page.
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Helpful Hin

Enter the MA
that 1t to deny it
to connect the internet.

The MAC (Mediz Access Controller) Address fiter option is used to control network access
based on the MAC Address of the network adapter. A MAC address is 3 unigue 1D assigned by
the manufacturer of the network adapter. This feature can be configured to DEMY
network/Internet access.

Enable MAC Filtering [

In this page, you can add the MAC addresses of devices to the MAC filtering list.
The devices in the MAC filtering list are not allowed to access the Internet.
Check Enable MAC Filtering, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hin

Enter the MAC add
that you want to deny it
to connect the internet.

The MAC (Media Access Controller) Address fitter option is used to control network access
based on the MAC Address of the netwark adapter. A MAC address is a unique ID assigned by
the manufacturer of the network adapter. This feature can be configured to DENY

network/Internat accass.

Enable MAC Filtering

Mac Comment Edit Delete

Click Add to display the following page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Access Control
The MAC (Media Access Controller) Address fitter option is used to control network access Edm
Advanced Wireless based on the MAC Address of the network adapter. A MAC address is 2 unigue ID assigned by to connect the internet.

the manufacturer of the network adapter. This feature can be configured to DENY
network/Intemet access.

Enable MAC Filtering

MAC FILTERING LIST

Helpful Hints.

Mac Comment Edit Delete

INCOMING MAC FILTER

MAC : [ oxonoocnonod
Comment : L 1

The following table describes parameters in this page:

Field Description
MAC Enter the MAC address of the device that is not
allowed to access the Internet.
Comment Enter the comment about the MAC filtering rule.

After setting the parameters, click Apply to save the settings.

5.3.2.2 DHCP Filtering

DHCP Filtering is used to control network access based on the IP address of the
network device.

Choose Access Control > DHCP Filtering on the left pane or click DHCP
Filtering in the ACCESS CONTROL page to display the following page.
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Helpful Hints...

The DHCP filter function
tatic IP and bladk

The DHCP fiter function includes IP reserving and black list. IP reserving binds an IP address to
a MAC address. It means that a PC which has the MAC is assigned the specific IP address. Black tic IP is to bind &
list function is that PCs whose MAC are in the black list can not be assigned IP address.

DHCP ENABLE

=ddr
Enable DHCP Filter [ bound MA

Check Enable DHCP Filter, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

DoS Protection

The DHCP filter function includes IP reserving and black list. IP reserving binds an IP address to
& MAC address. It means that a PC which has the MAC is assigned the specific IP address. Black
list function is that PCs whose MAC are in the black list can not be assigned IP address.

DHCP ENABLE

Enable DHCP Filter

LIST OF IP ADDRESS RESERVED FOR MAC

HUM Static IP MAC Edit Delete

® List of IP Address Reserved for MAC
If a MAC address of a LAN device is consistent with the specified MAC address,
the PLC wireless router assigns the bound IP address to the device.
Click Add under the LIST OF IP ADDRESS RESERVED FOR MAC to display the
following page.
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Helpful Hints...

The DHCP filter function includes IP reserving and black list. IP reserving binds an IP address to
a MAC address. It means that a PC which has the MAC is assigned the specific IP address. Black
list function is that PCs whose MAC are in the black list can not be assigned IP address.

DHCP ENABLE

Enable DHCP Filter

LIST OF IP ADDRESS RESERVED FOR MAC

HUM Static IP MAC Edit Delete

Apply Cancel

NuM MAC Edit Delete

The following table describes the paramters for configuring an IP address
reserved for a MAC address:

Field Description
1P Enter an IP address for binding to a MAC address.
MAC Enter a MAC address for binding to an IP.
® Black List

The black list means that if a MAC address of a LAN device is not consistent with
the specified MAC address, the PLC wireless router does not assign the bound IP
address to the device.

Click Add under the BLACK LIST to display the following page.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

DoS Protection

The DHCP fitter function includes IP reserving and black list. IP reserving binds an IP address to
2 MAC address. It means that 2 PC which has the MAC is assigned the specific IP address. Black
list function is that PCs whose MAC are in the black list can not be assigned IP address.

DHCP ENABLE

Enable DHCP Filter

LIST OF IP ADDRESS RESERVED FOR MAC

NuM Static TP MAC Edit Delete

MAC: I
Apply || Cancel

In this page, enter the MAC address of the LAN device.
After setting the parameters, click Apply to save the settings.

5.3.2.3 IP Filtering

The IP filter function can prevent the internal users from accessing the Internet.
Choose Access Control > IP Filtering on the left pane or click IP Filtering in the
ACCESS CONTROL page to display the following page.

y// | SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints.

The IP filter option is used to control network access based on the IP of the network device.
This feature can be configured to DENY network/Internet access.

ENABLE IP FILTERING
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Check Enable IP Filtering, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

The IP filter option is used to control network access based on the IP of the network device.
This feature can be configured to DENY network/Internet access.

ENABLE IP FILTERING

Enable IP Filtering

Click Add to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
on

Helpful Hints...

The IP filter option is used to control netwaork access based on the IP of the network device.
This feature can be configured to DENY network/Internet access.

ENABLE IP FILTERING

Enable IP Filtering

IP FILTERING LIST

P
TCP/UDP :

Remark
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The following table describes parameters in this page:

Field Description
P Enter the computer IP address that needs to be
filtered.
TCP/UDP You can select TCP, UDP, or Both.
Remark Enter the comment about the IP filtering rule.

After setting the parameters, click Apply to save the settings.

5.3.24

Port Filtering

The port filtering function allows you to control all data transmitted through the
PLC wireless router. If a PC’s port is in the specified range of port filtering, data
from this port cannot be transmitted.
Choose Access Control > Port Filtering on the left pane or click Port Filtering
in the ACCESS CONTROL page to display the following page.

[ sove | soveco | mmmownce | smws | war |

DoS Protection

Advanced Wireless

Advanced Network

Logout

"Port Fittering” is a part of the Firewall, when the "Port Fitering” function is turned on, the list
of specified port range and protocols (TCP / UDP), wil be used as a blacklist, which means, LAN be transmitted in routers.

-side host wil not have access to WAN side of these ports, through the TCP / UDP.

Helpful Hints...

Port fittering enables you
to contral all data that can

ENABLE PORT FILTERING
Enable Port Filtering [

Check Enable Port Filtering, and the following page appears.
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Helpful Hints...

"Port Fitering” is a part of the Firewall, when the "Port Fitering” function is turned on, the list E?@ﬁ&”ﬁ data ma{‘g"
of specified port range and protocols (TCP / UDP), wil be used as a blacklist, which means, LAN betr

itted in routers.
-side host wil not have access to WAN side of these ports, through the TCP / UDP.

ENABLE PORT FILTERING

Enable Port Filtering

PORT FILTERING LIST

Port Range TCP/UDP Remark Edit Delete

Click Add to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Do Prote: Helpful Hints.
"Port Fittering” is a part of the Firewall, when the "Port Fittering” function is turned on, the list
of specified port range and protocols (TCP / UDP), will be used as 2 blacklist, which means, LAN
-side host will not have access to WAN side of these ports, through the TCP / UDP.

ENABLE PORT FILTERING

Enable Port Filtering

PORT FILTERING LIST

Port Range TCP/UDP Remark Edit Delete

PORT FILTERING

Port Range :
TCP/UDP :

Remark :

The following table describes parameters in this page:

Field Description
Port Range Enter the port filtering range.
TCP/UDP You may select TCP, UDP, or Both.
Remark Enter the comment about the port filtering rule.
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After setting the parameters, click Apply to save the settings.

5.3.25 URL Filtering

URL filtering function is used to block some websites that you do not want the LAN
users to access.

Choose Access Control > URL Filtering on the left pane or click URL Filtering
in the ACCESS CONTROL page to display the following page.

Il- SETUP ADVANCED MAINTENANCE STATUS HELP

DoS Protection

Helpful Hints.

This page allows you to block websites. If enabled, the websites listed here wil be denied
access to clients trying to browse that website.

ENABLE URL FILTERING

Enable URL Filtering  []

Check Enable URL Filtering, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
1

Helpful Hints...

This page allows you to block websites. If enabled, the websites listed here wil be denied
‘access to clients trying to browse that website.

ENABLE URL FILTERING

Enable URL Filtering

URL Comment Edit Delete

Click Add to display the following page.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

oS Protectio

Helpful Hints.

Access Control
- This page allows you to block websites. If enabled, the websites listed here wil be denied

Advanced Wireless access to clients trying to browse that website.

Advanced Network

) ENABLE URL FILTERING
PLC Setting

Logout Enable URL Filtering

URL FILTERING LIST

URL Comment Edit Delete

a

The following table describes parameters in this page:

Field Description
URL Enter the URL that needs to be filtered.
Comment Enter the comment about the URL filtering rule.

After setting the parameters, click Apply to save the settings.

5.3.3 Advanced Wireless

Usually, it is not recommended to modify the default settings of advanced wireless
configuration page. The default settings can provide the optimal wireless
performance. Improper modifications may influence the wireless performance.
Choose ADVANCED > Advanced Wireless, and the following page appears.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

DoS Protection Helpful Hi

This section allows you to configure advanced features of the wireless.

ADVANCED

Alows you to configure advanced features of the wireless LAN interface.

ADVANCED SECURITY

Allows you to configure security of the wireless LAN interface.

Advanced Security
ACCESS CONTROL

Alows you to configure access control of the wireless LAN interface.

Access Control

5.3.3.1 Advanced Wireless Settings

Choose Advanced Wireless > Advanced on the left pane or click Advanced in
the ADVANCED WIRELESS page to display the following page.
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- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints.

Allows you to configure advanced faatures of the wireless LAN interface.

IVANCED WIRELESS SETTINGS

Transmission Rate : Auto I~

Transmit Power :
Beacon Period : (zu ~ 1024)
RTS Threshold : (256 ~ 2346)
ion Threshold : 355 Jesseose)
DTIM Interval : (1~255)

Preamble Type :

AP Isolation :

Enable SSID 1

Visibility Status : @ visible O Invisible

User Isolation :
Disable WMM Advertise :

GUEST/VIRTUAL ACCESS POINT
[ Enable ssID 2

Visibility Status : Of

fisible Invisible

User Isolation :

Disable WMM Advertise :

GUEST/VIRTUAL ACCESS POINT-2
[ Enable ssID 3

Visibility Status : 2) visible Invisible

User Isolation :

Disable WMM Advertise :

GUEST/VIRTUAL ACCESS POINT-3

[0 Enable ssID 4

SSID 4 : Powerli

Visibility Status : *) visible Invisible
User Isolation :

Disable WMM Advertise :
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The following table describes parameters in this page:

Field

Description

Transmission
Rate

Set the proper transmission rate.

Transmit Power

Select the proper transmission power from the drop-
down list. You can select 100%, 80%, 60%, 40%, or 20%.

Beacon Period

Beacon period indicates the frequency of the PLC
wireless router that sends the Beacon frame. By default,
the PLC wireless router sends the beacon frame every
other 100 ms. The range is 20~1024.

RTS Threshold

Set the CTS/RTS threshold. If the length of a packet is
greater than the value, the router sends an RTS frame to
the destination station for negotiation. After receiving the
RTS frame, the wireless station responds with a Clear to
Send (CTS) frame to the router, indicating that they can
communicate with each other. The default value is 2346.

Fragmentation
Threshold

Set the threshold of fragmentation length. If the length of
a packet is greater than the value, the packet is
automatically fragmented into several packets. Because
too many packets lead to low performance of the
wireless network, the value of fragmentation length
cannot be too small. The default value is 2346.

DTIM Interval

DTIM interval indicates the frequency for sending the
wireless packets. The range is 1~255 and the default
value is 10.

Preamble Type

Set the preamble type. The default is short preamble.
A preamble defines the length of the CRC correction
block that is used for the communication between your
router and wireless clients. Shorter preamble should
apply to a network with intense traffic.

AP Isolation

On indicates that the wireless clients connecting to
different SSIDs cannot communicate with each other.

Off indicates that the wireless clients connecting to
different SSIDs can communicate with each other.

Enable SSID1~4

Enable or disable the wireless function.
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Field Description
Set the network name. The SSID can contain up to 32
SSID1~4 characters and can be letters, numerals, underlines, and

any combinations of them. The SSID is case-sensitive.

® If Visible is selected, the PLC wireless router
broadcasts its SSID on the wireless network, and the
clients can scan the SSID.

® If Invisible is selected, the PLC wireless router does
not broadcast its SSID on the wireless network and
the clients cannot scan the SSID.

On indicates that the computers wirelessly connecting to
the same SSID cannot communicate with each

Visibility Status

User Isolation other.

Off indicates that the computers wirelessly connecting to
the same SSID can communicate with each other.

This function is not available. If this function is disabled,

the wireless PLC router adopts WMM to mark priority and

to arrange the order of Wi-Fi network queues.

Disable WMM
Advertise

After setting the parameters, click Apply to save the settings.

& Caution:

The settings in this page only apply to professional users who have
deeper understanding in the wireless LAN. If you are not aware of the
impact caused by the modification, please do not modify the settings in
this page.

5.3.3.2 Advanced Security

Choose Advanced Wireless > Advanced Security on the left pane or click
Advanced Security in the ADVANCED WIRELESS page to display the following

page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP
on

Helpful Hints...

To protect your privacy you can configure wireless security features. This device supports
three wireless security modes including: WEP. WPA. WPAZ2. WPA and WPA2 Mixad. WEP is
the original wireless encryption standard. WPA provides a higher level of security.

Powerline |

Select SSID :

WIRELESS SECURITY MODE

‘Wireless Security Mode :

For the parameters in this page, refer to 5.2.3.2 Wireless Security Settings.

5.3.3.3 Access Control

Choose Advanced Wireless > Access Control on the left pane or click Access
Control in the ADVANCED WIRELESS page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
on

Helpful Hints...

Allows you to configure access control of the wireless LAN interface.

Wireless SSID :
Access Control Mode :

MAC Comment Edit Delets

In this page, you can configure the access control settings of the wireless LAN
interface.
Click Add to display the following page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Do Protection Helpful Hints...
Allows you to configure access control of the wireless LAN interface.
Advanced Wireless e

Advanced Network

Wireless SS1D
Access Control Mode :

MAC Comment Edit Delete
Add
INCOMING MAC FILTER
ac: [ oo
Comment : 1
Aoply

The following table describes parameters in this page:

Field Description

Select a port name of wireless SSID from the drop-
down list.

Wireless SSID

Access control .
You can select Disable, Allow, or Deny.

Mode

MAC Enter the MAC address that needs to be filtered in the
WLAN.

Comment Enter the comment about the filtering rule.

After setting the parameters, click Apply to save the settings.

5.3.4 Advanced Network
Choose ADVANCED > Advanced Network, and the following page appears.
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l,- SETUP DVANCED MAINTENANCE STATUS HELP

Helpful Hints...

choose mutiple ALG modes.

DMZ

DMZ zllows the server on the LAN ste to be directly exposed to the Intemet for accessing

Choose VAN or LAN to configure network traffic bandwigth.

STATIC ROUTEING

This page alows you to add a spedific route interface. If you are not familar with these
Advanced Network settings, please read the help section.

Static Routeing

This page alows you to add a specific route interface. If you are not familar with these
Advanced Network settings, please read the help section.

UPNP is used for many types of popular Audio Visuzl software. It alows the auto discovary of
your device on the network. If you feel that UPNP is 2 sacurtty concem, we offer the option
to diszble f here.

TR-069

TRO69 2llows 2 management appication to retrieve statistics and status from the TROGO agent
in this device.

VIRTUAL SERVER

The Virtual Server function allsws you to assign a public port in your router which is redrected
to an internal LAN IP address and LAN port according to the requirements. This feature is
useful to host online services such as FTP or Web Servers.

IGMP

IGHP contains IGMP Snooping and IGHP Proxy.

Ciick the button of DDNS you can set up ddnsin the detail setting page.
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5.34.1 ALG

When trusted users in the network wish to connect to untrusted networks, ALG
leads the relevant applications to the agent server of firewall. The agent server
serves as an actual server of Internet to assess the request, and then it
determines whether to accept the request or not according to the relevant rules of
network service.

Choose Advanced Network > ALG on the left pane or click ALG in the
ADVANCED NETWORK page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

DoS Protection Helpful Hints...
Click "Apply" button to make the changes effective immediately. ::‘L:’; z‘é"se A=
Advanced Wireless

Advanced Network ALG TABLE
TFTP Pass Through

PPTP Pass Through
RTSP Pass Through
L2TP Pass Through
H323 Pass Through
SIP Pass Through
IPSEC Pass Through

In this page, you may enable or disable the ALG settings, such as TFTP Pass
Through, FTP Pass Through, and PPIP Pass Through.
After setting the parameters, click Apply to save the settings.

BEEEREBDEE

53.4.2 DMZ

DMZ allows all ports of a PC on your LAN to be exposed to the WAN. Enter the IP
address of a PC and set the PC to be a DMZ host. Therefore, this PC is not
restricted by the firewall any more. In this way, the DMZ host can have mutual
unrestricted communcation with a user or server on the WAN.

Choose Advanced Network > DMZ on the left pane or click DMZ in the
ADVANCED NETWORK page to display the following page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

—— oz

.
DMZ allows the server on the LAN site to be directly exposed to the Internet for accessing

data. Either this function or virtual server can be selected for accessing external services.

DMZ TABLE r

WAN Connection : Status 1P Address Edit
1_INTERNET_R Disable 58

Select a WAN connection in the DMZ table and click the Edit icon E to display
the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

DMZ allows the server on the LAN site to be directly exposed to the Internet for accessing
data. Either this function or virtual server can be selected for accessing external services.

Advanced Network

t try opening
diated with the

DMZ TABLE upphcahm inthe

section.
WA Connection : Status 1P Address Edit
1_INTERNET R Disable B
WARN Connection : 1 INTERNET R
Enable DMZ O
e —

The following table describes parameters in this page:
Field Description

WAN Connection Display current WAN connection.
Enable or disable DMZ function of the
selected WAN connection.
DMZ Host IP Address Enter the IP address of DMZ host.
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After setting the parameters, click Apply to save the settings.

5343 QoS

QoS function allows you to set an appropriate value in the field of WAN QoS
according to the actual bandwidth provided by the ISP. Reserving bandwidth is
recommended, so that the gateway can reserve bandwidth for other transmission
applications.

Choose Advanced Network > QoS on the left pane or click QoS in the
ADVANCED NETWORK page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

= : Choose WAN or LAN to configure network traffic bandwidth. : I:- -+ ;Ed

ENABLE QO0S

PLC Setting Enable WAN QoS O

I

® WAN QoS
Check Enable WAN QoS, and the following page appears.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

DoS Protectio

Helpful Hi

Access Control according to the
d

Choose WAN or LAN to configure network traffic bandwidth.

Advanced Wireless

Advanced Network ENABLE QOS

PLC Setting Enable WAN QoS
Enable LaN Qo5 O
Downstream idth: [FulRate <o Jkbps
Upstream Bandwidth : Full Rate w0 kbps
Apply

In this page, you can configure the data rate of downstream bandwidth and
upstream bandwidth.
The following table describes parameters in this page:

Field Description
You may select a proper rate from the drop-down list or
Downstream o
Bandwidth manually set a proper data rate. Full Rate indicates
that there is no limit to the downstream bandwidth.
You may select a proper rate from the drop-down list or
Upstream -
Bandwidth manually set a proper data rate. Full Rate indicates
that there is no limit to the upstream bandwidth.
® LAN QoS

Check Enable LAN QoS, and the following page appears.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Access Control -
Choose WAN or LAN to configure netwaork traffic bandwidth. = Tz

actual bandwidth offered

Advanced Wireless

set
Advanced Network ENABLE QOS bandwidth
o
—— recommen
e ] Enable WAN QoS O th ay for other
o transmission application.
Logout Enable LAN QoS

HEEEER

[tangos |
Port  Priority  Flow Control Incoming Rate Limit Outgoing Rate Limit
LANT ™ [Ful v| [Ful v|
LANZ [Ful ~]| [Ful v
SSID1 [Ful v| [Ful v|
S5ID2 v [Fuil | [Ful v
SSID3 [Ful v| [Ful v|
55ID4 [Ful v [Ful v]|

In this page, you may configure the priority of the LAN interfaces, incoming and
outgoing rate limits, and flow control.

The following table describes parameters in this page:

Field Description

The PLC wireless router supports 2 LAN interfaces

Port .

and 4 WLAN interfaces.
Priority You can select LOW or HIGH.
Flow Control Enable or disable the flow control.

Set the incoming rate limit. Full indicates that there is
no limit to the incoming rate.
Set the outgoing rate limit. Full indicates that there is
no limit to the outgoing rate.

Incoming Rate Limit

Outgoing Rate Limit

After setting the parameters, click Apply to save the settings.

5.3.4.4 Static Routing

Static routing is a special routing type. Applying proper static routing rules on a

network can reduce the routing problems, improve the overload of routing traffic,

and increase the forwarding speed of data packets. You can set the destination IP

address, subnet mask, and gateway to specify a routing rule. The destination IP

address and subnet mask are used to determine a destination network or a host.
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Then, the router sends the data packets to the specified destination network or
host through the gateway.

Choose Advanced Network > Static Routing on the left pane or click Static
Routing in the ADVANCED NETWORK page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
=

Helpful Hints...

This page allows you to add a specific route interface. If you are not familiar with these
Advanced Network settings, please read the help section.

A maximum 16 entries can be configured.

ROUTING -- STATIC ROUTE

Destination Subnet Mask Gateway Metric Interface Edit Delete

In this page, you can set the static routing rules.
Click Add to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

This page allows you to add 3 specific route interface. If you are not famiiar with these
Advanced Network settings, please read the help section.

A maximum 16 entries can be configured.

ROUTING -- STATIC ROUTE

Destination Subnet Mask Gateway Metric Interface Edit Delete

STATIC ROUTE ADD

Destination Network Address : l:l
UseGateway P address: [ |

Use Interface :
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The following table describes parameters in this page:

Field Description
Destination
Set the IP address of destination network.
Network Address
Subnet Mask Set the subnet mask of the destination IP address.

Use Gateway IP | Set the IP address of host or router that data packets are
Address sent to.

Forwarding Set the number of forwarding hops that network data
Metric packets are forwarded by the router.
Use Interface Select a local legal interface for the routing rule.

After setting the parameters, click Apply to save the settings.

5.345 RIP

RIP (Routing Information Protocol) can be used to determine the optimal path by
estimating the hops of distance or the number of routing router.
Choose Advanced Network > RIP on the left pane or click RIP in the
ADVANCED NETWORK page to display the following page.

I sowe [ sovanceo | wmmrcmnce | stws | wae |

A itrol - ] -
To activate RIP for the device, select the "Enabled” checkbox for Global RIP Mode. To A

otocol that determi
configure an individuzl interface, select the desired RIP version and operation, folowed by WE bes athton
placing a3 check in the "Enabled” checkbox for the interface. Click the "Apply” button to save
Advanced Network the configuration, and to start or stop RIP based on the Global RIP Mode selected. in number of

intermediate rt
1

Enabled Interface Version Status
O 1_INTERNET_R Both Invalid

In this page, you can configure the RIP parameters.
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The following table describes parameters in this page:

Field Description
Enabled Enable or disable RIP.
Interface Display the WAN connection name.
Version You can select RIPV1, RIPV2 or Both. Both indicates that it
is compatible with RIPV1 and RIPV2.
Status Display whether the specified RIP is valid or not.

After setting the parameters, click Apply to save the settings.

5.3.4.6 UPnP

By using the Universal Plug and Play (UPnP) protocol, a host on the LAN side can
require the router to realize the conversion of specific port, so that an external host
can access resources on the internal host when necessary. For example, if MSN
Messenger is installed on Windows ME and Windows XP operating systems,
UPnP can be used for audio and video conversations. In this way, functions
restricted by NAT can work properly.

Choose Advanced Network > UPnP on the left pane or click UPnP in the
ADVANCED NETWORK page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Do Protection Helpful Hints...

Access Control =

Gk e chackox st P Do, o

Advanced Wireless isual soft E

the -
Advanced Netwerk ENABLE UPNP device on the ne

you feel that UPnP

.
PLC Setting sacurity concern, we offer

WAN Connection :

In this page, you can enable the UPnP function and select a WAN connection.
After setting the parameters, click Apply to save the settings.
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L Note:
UPnP is widely used in video and audio software. It can automatically search a
device on the network. If you worry about the security problems caused by
UPNP, you may disable UPnP.

5.34.7 TRO69

TR-069, one of the technology specifications, comes from the Digital Subscriber
Line (DSL) Forum, whose full name is "CPE WAN Management Protocol
(CWMP)". TR069 defines the general frame and protocol for next-generation
home network devices. By using the TR069, the PLC router can realize the remote
centralized management to the home network devices such as gateway, router,
and set top box from the LAN side.

The basic features of the TR-069 are as follows:

° Automatic configuration and dynamic service

° Software and hardware upgrade

° Device status and performance monitoring

Choose Advanced Network > TR069 on the left pane or click TR069 in the
ADVANCED NETWORK page to display the following page.

Il-m ADVANCED MAINTENANCE STATUS HELP

WAN Management Protocol {TR-069) allows a Auto-Configuration Server (ACS) to perform .
Advanced Wirgless auto-configuration, provision, collection, and diagnostics to this device. - S
configuration
Adince ] Heak Select the desired values and click "Apply" to configure the TR-068 client options. (mm’wma\‘ =z

TR-069 CLIENT -- CONFIGURATION
=

Infrom: @isatled Oenabled

Inform Interval: 85400 (10-4294967295)
ACS User Name:

ACS Password:

Connection Request Authentication

Connection Request User Name: admin

Connection Request Password:
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The following table describes parameters in this page:

Field Description
Inform Enable or disable the informing function.
Set the informing interval for the PLC router sending
the connection request to the TR069 server.
Set the target path by which the PLC router sends the
request to the TRO69 server.
Enter the user name that is used for the PLC router
logging in to the TRO69 server.
Enter the password that is used for the PLC router
logging in to the TR069 server.
Enable or disable connection request authentication.
Connection Request | After Connection Request Authentication is
Authentication checked, you need to enter the username and
password for authentication.
Connection Request | Enter the user name that is used for the TR069 server

Inform Interval

ACS URL

ACS User Name

ACS Password

User Name accessing the PLC router.
Connection Request | Enter the password that is used for the TR069 server
Password accessing the PLC router.

After setting the parameters, click Apply to save the settings.

5.3.4.8 Virtual Server

Firewall can prevent unexpected Internet traffic from your LAN host. The virtual
server can create a channel that is through the firewall. In that case, the Internet
host can communicate with a LAN host within certain port range.

Choose Advanced Network > Virtual Server on the left pane or click Virtual
Server in the ADVANCED NETWORK page to display the following page.
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Il- SETUP ADVANCED MAINTENANCE STATUS HELP

Protection

The Virtual Server function allows you ta assign a public port in your rauter which is redirected fl@,ﬁ;!‘t\‘f"’f_‘é

to an internal LAN P address and LAM port according to the requirements. This feature is
useful to host online services such as FTP or Web Servers.

e u
accessing Web or FTP
VIRTUAL SERVER LIST ervers through WAN IP
e

Status  WAN WANPort TCP/ LANHostIP  Server Remark Edit Delete
Connection Range ubP Address Port

Click Add to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

The Virtual Server function allows you to assign a public port in your router which is redirected m:'].é%f"g—;

to an internal LAN IP address and LAN port according to the requirements. This feature is
useful to host online services such as FTP or Web Servers.

e
VIRTUAL SERVER LIST E through WAN IP

will be routed

Status  WAN WANPort TCP/ LANHostIP  Server Remark Edit Delete
Connection Range uDP Address Port

Enable Virtual server [

WAN Connection(s) :
WANPortRange: | [ |
TCP / UDP :
LAN Host IP Address:| |
Server Port : l:l
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The following table describes parameters in this page:
Field Description

Enable Virtual

Server

Enable or disable virtual server.

Select a WAN connection that routes to the server on
the LAN.

WAN Port Range Set the WAN port mapping range.

Select the protocol that server adopts. You can select

WAN Connection(s)

TCP/UDP
TCP, UDP, or Both.
LAN Host IP .
Enter the host IP address of LAN interface.
Address
Server Port Enter the server port number that the LAN host uses.
Remark Enter the comment about the rule.

After setting the parameters, click Apply to save the settings.

5.3.4.9 IGMP

IGMP Snooping is used for multicast management and control. When the Ethernet
switch of the second layer receives the IGMP packets transmitted between the
host and router, IGMP Snooping will analyze the packets to establish and maintain
the address table of the MAC multicast, and then the routing multicast packets will
be transmitted according to the address table of MAC multicast. In this way, it
dramatically reduces the service flood on the receiving interface of unregistered
multicast group.

The IGMP proxy can make the PLC wireless router intercept the IGMP message
of host via the LAN interface, and then the IGMP message of host is transmitted
via the WAN interface. After IGMP proxy is enabled, the PLC wireless router works
as the agent server of host.

Choose Advanced Network > IGMP on the left pane or click IGMP in the
ADVANCED NETWORK page to display the following page.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Act ontrol

Helpful Hints...

Transmission of identical content, such as multimedia, from a source to a number of recipients.

Advanced Wireless

IGMP proxy enables the system to issue IGMP host messages on behalf of hosts that the e
Ackvanced Network system discovered through standard IGMP interfaces. covered through
standard IGMP interfaces.

PLC Setting

IGMP SNOOPING

With IGMP Snooping

Logout ena vice

Enable IGMP Snooping []

ding (only) toward
Ip:

etr., which request to join
(25 members of)

IGMP PROXY

Enable IGMP Proxy [

Enabled WARN Connection
result, it significantly
1_INTERNET R fic flooding
upon interfaces which are
not registerex

In this page, you can enable or disable the IGMP Snooping and IGMP proxy.

After IGMP Snooping is enabled, only the host that has joined the multicast group
can receive the multicast packets. Once the host leaves the multicast group, it
cannot receive the multicast packets any more.

After IGMP Proxy is enabled, you can enable or disable the IGMP Proxy function
of the selected WAN connections

After setting the parameter, click Apply to save the settings.

5.3.4.10 Dynamic DNS

Dynamic DNS can map a dynamic IP address to a fixed host name, and all users
on the Internet can access the host by this host name. ISP assigns the IP
addresses by DHCP, so it is difficult for the users to search the host by DNS. For
example, if the IP address of a public Web server or VPN server is changed on the
LAN, you can still find the corresponding host by the DDNS service.

Choose Advanced Network > Dynamic DNS on the left pane or click DDNS in
the ADVANCED NETWORK page to display the following page.
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II- SETUP ADVANCED MAINTENANCE m HELP

:
The Dynamic DMS feature allows you to host a server using a domain name that you have

purchased (www.oot.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your
Advanced Network friends can enter your host name to connect to your server no matter what your IP address is.

Advanced Wireless

PLC Setting
Logout DYNAMIC DNS SETUP

Enable Dynamic DNS

O
Server Address : ora

Hostname : I
Username : I
Password :

Confirm Password :

In this page, you can configure the DDNS parameteres.
The following table describes parameters in this page:

Field Description
Enable Dynamic
4 Enable or disable Dynamic DNS.
DNS
Select the proper DDNS service provider according to
Server Address the actual situation. You may select oray.cn, or
dyndns.org.
Enter the host name or domain name provided by the
Hostname ) .
DDNS service provider.
Username Enter the username of DDNS account.
Password Enter the password of DDNS account.
Confirm Password Enter the password of DDNS account again.

After setting the parameters, click Apply to save the settings.
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5.3.5 PLC Setting
Choose ADVANCED > PLC Setting, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

Change Powerline settings.

LOCAL DEVICE CONFIGURATION

Configure Local Network Password

Metwaork Password:

Local Device MAC: 00:1e1e3:2f19:bF

Model: Qualcomm Atheros HomePlug AV Device
Firmware Version: MAC-QCA7420-1.1.0.844-01-20120013-FINAL
Low Power Mode: Narmal

WAN PORT SWITCH

Please slect WAN port : O Ethernetport @ PLC Power line

MNote : After you switch the VAN port, the device will be restarted to make the function
effective.

REMOTE DEVICE CONFIGURATION

Powerline Devices Detected

Alias MAC TX(Mbps) RX(Mbps)
Mo Device Found

Scan

Change Remote NetworkPwd

ADVANCE CONFIGURATION

In this page, you can configure the parameters of PLC settings.
® Local Device Configuration

The local device configuration allows you to configure the local network password,
and to view the information of the local device such as local device MAC, and
firmware version.

® WAN Port Switch

WAN port switch function is used to switch the WAN interface of the PLC router.
Check the Ethernet Port, and then the LAN2/WAN interface serves as a WAN
interface. If you check PLC Power Line, the two LAN interfaces still serve as the
LAN interfaces, and the power line interface serves as a WAN interface.
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® Remote Device Configuration

The Remote Device Configuration allows you to view the configuration
information of the remote PLC devices and to set the network passwords of the
remote devices.

You can search current remote PLC devices by clicking the Scan button.

Select Enable from the drop-down list of Change Remote NetworkPwd to
display the following page.

Change Remote NetworkPwd

Device Mame Remote MAC Passyrord(DEK) Remote MetworkPwd

You can set the passwords of remote PLC devices according to their MAC
addresses and DEKs (Device Equipment Key).
The following table describes parameters in this page:

Field Description
Device Name Enter the device names of the remote devices.
Remote MAC Enter the MAC addresses of the remote devices.

When you set the parameters of the remote devices, you
Password (DEK) . o
need to enter this password for authentication.

Remote

Set the network passwords for the remote PLC devices.
NetworkPwd

3 Note:
You can set up to 8 network passwords for the remote PLC devices.
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You can access the Internet by network password synchronization. But
network passwords of the two devices for password synchronization must be
the same, and either of the PLC devices must be connected to the Internet.

® Advanced Configuration

ADVANCE CONFIGURATION

[ << Hide Advance Configration ]

QOS PRIORITY SETTING

If both VLAN Tags and TOS Bits are enabled and a frame is found that contains
both,VLAN Tags will overwrite TOS Bits.

Byte0 Bytel  Byte2  Byte3 Byte4 Byte5  Byte6 Byte?7
VLAN

Tags

O Norma Low Low Morma Hig Hig Highes Highes
Tos Bits

O Norma Low Low Morma High Hig Highest Highes

QoS priority settings in this page only apply to PLC data stream. QoS function
contains VLAN tag and ToS tag. Each VLAN tag or ToS tag contains 8 bits and
defines 4-level QoS priority settings.

By default, QoS priority settings are hidden.

After setting the parameters, click Apply to save the settings.

5.3.6 Logout
Choose ADVANCED > Logout to log out of the Web configuration page.

5.4 Maintenance

5.4.1 Device Management
Choose MAINTENANCE > Device Management, and the following page appears.
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J/-
It is highly recommended that you create a password to keep your router secure.
ACCOUNT PASSWORD

Helpful Hints.

Username :

o s d restore the
Curent password: [ ]
New Password — ——

oooos

Ll it
Confirm Password : 1 rge the
router configuration from
a computer on the
WEB IDLE TIME OUT SETTINGS ==
Web Tdle Time Out : [s Js~zmutes)
Select WAN Connections :
Service
PING
www
TELNET
Apply

In this page, you can modify the password for logging in to the PLC wireless router,
set Web idle timeout, and enable or disable the WAN connection service.

® Account Password

In order to ensure the network security, it is recommended you change the default
login password. Please remember the new password if you change the default
password. You may write it down and keep it well for future use. If you forget the
login password, you need to restore the factory default settings of the PLC
wireless router. After the default settings are restored, the PLC router will lose the
new settings that you configure.

Note:
For the sake of network security, it is strongly recommended to change the
password of admin. If you forget the login password, please restore the factory
default settings of the PLC wireless router. The default user name and
password of the super user are admin.
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® Web Idle Time Out Settings

Web idle timeout setting is used to set the time for system automatically exiting the
Web configuration page. The range is 5~30 minutes.

® Services

If you have established some WAN connections, you may enable or disable the
service types of the selected WAN connections. You can also enable or disable
the service types of remote hosts. For example, enable the Telnet service, and
then the remote host can log in to the PLC wireless router by the Telnet service.
After setting the parameters, click Apply to save the settings.

5.4.2 Backup and Restoration

Choose MAINTENANCE > Backup and Restore, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Backup and Restore [ U ol
Through this page, you can backup the current configuration or restore the router to factory Once et "UM

Firmware Update configuration.
Configuration Update

REBOOT

Click the butten below to reboot the router.
of your

Reboot
router configuration or

BACKUP SETTINGS Restart your router.

You can save your router configurations to a file on your PC.

Backup Setting

ge allows you to

RESTORE DEFAULT SETTINGS

Restore router settings to the factory defaults.

In this page, you can reboot the router, backup the configuration file, and restore
the factory default settings of the router.

® Reboot

Click Reboot to reboot the router.
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® Backup Settings

Click Backup Setting and select the path to save the configuration file of the
router to your local PC.

® Restore Default Settings

Click Restore to restore the factory default settings of the router. You may also
press the Reset pushbutton on the front panel for 3 seconds to restore the factory
default settings of the router.

& Caution:

When operating in this page, do not press the Reset pushbutton.

5.4.3 Firmware Update
Choose MAINTENANCE > Firmware Update, and the following page appears.

Il- SETUP ADYANCED MAINTENANCE STATUS HELP
CRRMWAREUBDATE

The Firmware Upgrade section can be used to update to the latest firmware code to improve
functionality and performance.

MNOTE: The update process takes about 2 minutes to complete, and your router will reboot,
Please DO NOT power off your device before the update is complete,

Firmware Version : GE_1.00

Upgrade Mode :

Select File :

Clear Config

In this page, you can update the firmware version of the PLC wireless router. You
may obtain the firmware from the local server or remote server.

° Local Upgrade Mode

Usually, you can upgrade firmware from the local server.

If you select LOCAL from the drop-down list of upgrade mode, the following page

appears.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints.

The Firmuware Upgrade section can be used to update to the latest firmware code to improve
functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your router will reboot,
Please DO MOT power off your device before the update is complete.

Firmware Version : GE_1.00

Upgrade Mode :

Select File : ‘ |[ Browse

Clear Config

The following table describes parameters in this page:

Field Description
Firmware Version Display current firmware version.
Upgrade Mode Select LOCAL.
Select File Click Browse... to navigate to the latest firmware.
If you check Clear Config, the PLC router restores to
Clear Config the default settings after upgrade. Otherwise, the PLC
router keeps the current settings.

° TFTP Upgrade Mode
If you select TFTP from the drop-down list of upgrade mode, the following page
appears.
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II- SETUP ADYANCED MAINTENANCE STATUS HELP

The Firmware Upgrade section can be used to update to the latest firmware code to improve
functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your router will reboot,
Please DO NOT power off your device before the update i complete.

Firmware Version : GE_1.00
Upgrade Mode :
Server IP Address : l:l

Server Port : 1-65535)
User Name : l:l
Password : l:l
Directory :

Clear Config

The following table describes parameters in this page:

Field Description

Firmware Version Display current firmware version.

Upgrade Mode Select TFTP.

Server IP Address Enter the IP address of TFTP server.

Server Port Enter the port number of TFTP server.

Directory Enter the firmware directory.
If you check Clear Config, the PLC router restores to

Clear Config the default settings after upgrade. Otherwise, the PLC
router keeps the current settings.

° FTP Upgrade Mode
If you select FTP from the drop-down list of upgrade mode, the following page
appears.
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The Firrnware Upgrade section can be used to update to the latest firrmware code to improve
functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your router will reboat,
Flease DO NOT power off your device before the update is complete.

Firmware Yersion : GE_1.00

Upgrade Mode : FIP v

Server IP Address : l:l

Server Port : 1-65535)
User Name : l:|
Password : l:l
Directory :

Clear Config

The following table describes parameters in this page:

Field Description
Firmware Version Display current firmware version.
Upgrade Mode Select FTP.
Server IP Address Enter the IP address of FTP server.
Server Port Enter the port number of FTP server.
User Name Enter the username for connecting to the FTP server.
Password Enter the password for connecting to the FTP server.
Directory Enter the firmware directory.
If you check Clear Config, the PLC router restores to
Clear Config the default settings after upgrade. Otherwise, the PLC
router keeps the current settings.

° HTTP Upgrade Mode
If you select HTTP from the drop-down list of upgrade mode, the following page
appears.
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II- SETUP ADYANCED MAINTENANCE STATUS HELP

The Firrnware Upgrade section can be used to update to the latest firrmware code to improve
functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your router will reboat,
Please DO NOT power off your device before the update is complete.

Firmware Yersion : GE_1.00
Upgrade Mode :
Server IP Address : l:l

Server Port : 1-65535)
User Name : |:|
Password : l:l
Directory :

Clear Config

The following table describes parameters in this page:

Field Description
Firmware Version Display current firmware version.
Upgrade Mode Select HTTP.
Server IP Address Enter the IP address of HTTP server.
Server Port Enter the port number of HTTP server.
User Name Enter the username for connecting to the HTTP server.
Password Enter the password for connecting to the HTTP server.
Directory Enter the firmware directory.
If you check Clear Config, the PLC router restores to
Clear Config the default settings after upgrade. Otherwise, the PLC
router keeps the current settings.

° HTTPS Upgrade Mode
If you select HTTPS from the drop-down list of upgrade mode, the following page
appears.
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II- SETUP ADYANCED MAINTENANCE STATUS HELP

The Firmuware Upgrade section can be used to update to the latest firrmware code to improve
functionality and performance.

MNOTE: The update process takes about 2 minutes to complete, and your router will reboat,
Please DO NOT power off vour device before the update is complete.

Firmware Version : GE_1.00
Upgrade Mode :
Server IP Address : l:l

Server Port : 443 1-65535)
User Name : |:|
Password : l:l
Directory :

Clear Config

The following table describes parameters in this page:

Field Description
Firmware Version Display current firmware version.
Upgrade Mode Select HTTPS.
Server IP Address Enter the IP address of HTTPS server.
Server Port Enter the port number of HTTPS server.
Enter the username for connecting to the HTTPS
User Name
server.
Enter the password for connecting to the HTTPS
Password
server.
Directory Enter the firmware directory.
If you check Clear Config, the PLC router restores to
Clear Config the default settings after upgrade. Otherwise, the PLC
router keeps the current settings.

Click Apply, and then system begins to upgrade firmware.
After upgrade completes, the PLC wireless router automatically reboots.
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A Caution:

To avoid losing previous configuration of the router, save the
configuration before upgrade.

During upgrade, do not power off the PLC wireless router or press the
Reset pushbutton.

The default upgrade mode is Local, and it supports only the firmware with
the format “.img’.

5.4.4 Configuration Update

Choose MAINTENANCE > Configuration Update, and the following page
appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

ment

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

MNOTE: The update process takes about 2 minutes to complete, and your Router wil reboot.
Please DO NOT power off vour device before the update is complete.

Upgrade Mode :

Select File :

In this page, you can update the configuration file of the PLC wireless router. You
may obtain the configuration file from the local server or remote server.

° Local Upgrade Mode

Usually, you can upgrade configuration file from the local server.

If you select LOCAL from the drop-down list of upgrade mode, the following page
appears.
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Il- SETUP ADYANCED MAINTENANCE STATUS HELP
(COVGURATIONUPDATE

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

NOTE: The update process takes about 2 minutes to complete, and your Router will reboot,
Please DO NOT power off your device before the update is complete.

Upgrade Mode :

Select File : H Browse... ]

The following table describes parameters in this page:

Field Description
Upgrade Mode Select LOCAL.

) Click Browse... to navigate to the latest configuration
Select File file

° TFTP Upgrade Mode

If you select TFTP from the drop-down list of upgrade mode, the following page
appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your Router will reboot,
Please DO NOT power off your device before the update is complete.

Upgrade Mode :

Server IP Address : l:l
Server Port : ( 1-65535)
User Name : l:l
Password : l:l
Directory :
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The following table describes parameters in this page:

Field Description
Upgrade Mode Select TFTP.
Server IP Address Enter the IP address of TFTP server.
Server Port Enter the port number of TFTP server.
Directory Enter the directory of configuration file.

) FTP Upgrade Mode
If you select FTP from the drop-down list of upgrade mode, the following page
appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your Router will reboot.
Please DO NOT power off vour device before the update is complete.

Upgrade Mode : FIP v

Server IP Address : l:l

Server Port : ( 1-65535)
User Name : |:|
Password : l:l
Directory :

The following table describes parameters in this page:

Field Description
Upgrade Mode Select FTP.
Server IP Address Enter the IP address of FTP server.
Server Port Enter the port number of FTP server.
User Name Enter the username for connecting to the FTP server.
Password Enter the password for connecting to the FTP server.
Directory Enter the directory of configuration file.
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° HTTP Upgrade Mode
If you select HTTP from the drop-down list of upgrade mode, the following page
appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your Router will reboot.
Please DO MOT power off your device before the update is complete.

Upgrade Mode :
Server IP Address : l:|

Server Port : ( 1- 65535 )
Oiectory
Ay

The following table describes parameters in this page:

Field Description
Upgrade Mode Select HTTP.
Server IP Address Enter the IP address of HTTP server.
Server Port Enter the port number of HTTP server.
User Name Enter the username for connecting to the HTTP server.
Password Enter the password for connecting to the HTTP server.
Directory Enter the directory of configuration file.

° HTTPS Upgrade Mode
If you select HTTPS from the drop-down list of upgrade mode, the following page
appears.
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II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints.

The Configuration Upgrade section can be used to update to the latest configuration code to
improve functionality and performance.

MOTE: The update process takes about 2 minutes to complete, and your Router will reboot.
Please DO MOT power off your device before the update is complete.

Upgrade Mode :
Server IP Address : l:l

Server Port : 443 (1-68535)
Directory -
Aol

The following table describes parameters in this page:

Field Description
Upgrade Mode Select HTTPS.
Server IP Address Enter the IP address of HTTPS server.
Server Port Enter the port number of HTTPS server.
Enter the username for connecting to the HTTPS
User Name
server.
Enter the password for connecting to the HTTPS
Password
server.
Directory Enter the directory of configuration file.

Click Apply, and then system begins to upgrade configuration file.
After upgrade completes, the PLC wireless router automatically reboots.

A Caution:

During upgrade, do not power off the router or press the Reset
pushbutton.

The PLC wireless router supports only the firmware with the format “xml’.
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5.4.5 Log Settings

Choose MAINTENANCE > Log Settings, and the following page appears.

II- SETUP ADYANCED MAINTENANCE STATUS HELP

Enable Log

Mode :
Server 1P Address :
Server UDP Port :

[ Cancel J [ Wiew System Log J

In this page, you can enable or disable the log function. After enabling the log
function, you can set 3 types of system log modes. The log modes contain Local,
Remote, and Both.
° When you select Local, the events are recorded in the local memory.
° When you select Remote, the events are sent to the remote system log
server with specified IP address and UDP port.
° When you select Both, the events are recorded in the local memory or sent
to the remote system log server with specified IP address and UDP port.
Click the View System Log button to display the following page.
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I - SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

This page allows you to view systern logs.

STEM L

|

Manufacturer: PLC_WIFI
ProductClass: 200K PLC WIFI
SerialMumber: 001ee3Zf1Shf
IP: 19Z2.1658.1.1

HWVer: GpnZ.GP61A-C_UIFI-VO0.0Z
SWVer: RZEO10DO1

XXXXXXKXEXKXX  2012-10-17 15:12:08 -[6] - syslog: Aecessor:
[Subscriber] Method: [CEgBkp] Para:[] Result:[00000000
XXXXXXKXEXXXX  2012-10-17 15:12:23 —[6] - syslog: Aecessor:
[Subscriber] Method: [CEgBkp] Para:([] Result:[0000DODO
XXXXXXEXEXEXK  2012-10-17 15:12:53 -[5] - syslog: Aecessor:
[CPE] HMethod:[AUTH] Para:[] Result:[] User admin login

success

XXXXXXEXEXEXK  2012-10-17 15:54:37 -[5] - syslog: Aecessor:
[CPE] Method:[AUTH] Para:[] Result:[] User admin session
timeour and auto logout

XXXXXXEXEXEXK  2012-10-17 15:54:39 -[5] - syslog: Aecessor:
[CPE] HMethod:[AUTH] Para:[] Result:[] User admin login

success v

In this page, you can view the system log.
Click Refresh to refresh system log.
5.4.6 Diagnostics
Choose MAINTENANCE > Diagnostics, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

This section allows you to test status of the network.

Ping diagnostics sends "ping” packets to test a computer on the Internet,

TRACEROUTE

Traceroute diagnostics sends packets to determine the routers on the Internet,

Traceroute
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546.1 Ping Diagnosis

The ping diagnosis allows you to test a connection between 2 hosts in the same
network or in different networks in simple ways. If the command ping is successful,
it means that there is a correct physical as well as a logical connection between 2
hosts on any network. (Unless if there is a firewall interfering somewhere in
between.)

Choose Diagnostics > Ping on the left pane or click Ping in the DIAGNOSTICS
page to display the following page.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...
Ping Test sends "ping" packets to test a computer on the Intemet, the

PING HOST

Mumber of Ping: (s (i
Ping Packet Size : {1 - 5800 bytes)
WAN Connection :

RESULT

In this page, you can set the parameters of Ping diagnosis.
The following table describes parameters in this page:

Field Description
. Enter the IP address of the host that connects to the LAN
Ping Host . .
interface of the PLC wireless router.
Number of Ping Set the number of ping packet.

Ping Packet Size Set the length of the ping packet.

WAN Connection Select a WAN interface for ping diagnosis.

107



NHP5010 User Manual

After finishing the settings, click the Test button, and then the result of ping
diagnosis is displayed in the page. Click Stop button to stop ping diagnosis.

5.4.6.2 Traceroute Diagnosis

Traceroute diagnosis is used to find out which path a packet takes to reach its
destination. It is a nice way to see which router it passes and which network it
crosses to reach its destination.

Choose Diagnostics > Traceroute on the left pane or click Traceroute in the
DIAGNOSTICS page to display the following page.

- SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...
Traceroute diagnostics sends packets to determine the routers on the Intemet., te

TRACERDUTE HOST

L

RESULT

In this page, you can set the parameters of Traceroute diagnosis.
The following table describes parameters in this page:
Field Description

Enter the IP address of host that performs the operation of
tracing routing.

Set the maximum TTL (Time to Live). You can estimate
the number of routers that data packet passes from the
source host to the destination host according to the TTL
value.

Host

Max TTL

Wait times Enter the waiting time.
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After finishing the settings, click the Traceroute button, and then the result of
Traceroute diagnosis is displayed in the page. Click Stop button to stop
Traceroute diagnosis.

5.4.7 Logout
Choose MAINTENANCE > Logout to log out of the Web configuration page.

5.5 Status

5.5.1 Device Information
Choose STATUS > Device Info, and the following page appears.

l’. SETUP ADVANCED MAINTENANCE STATUS HELP

Helpful Hints...

Allof your Intemet and network connection deteis are dispayed on this page. The firmware
version is akso displayed here.

SYSTEM INFO "

HModel Name : GPN2EPE1AC
Time and Date : 19710101 01:27:38
Firmware Version : G100
Hardware Version: GPN2.BPE1AC_WIFTYD.02
WAN PORT INFORMATION
i Connecton:
Factory Default MAC Address : 00: tete3:2fi10ic2
Met Link : Disconnected(FFPoE)
1P address
Subnet mask
Default Gateway
Domain Hame Server
LAN PORT INFORMATION
HAC Address: 00: tere3:2f 15000
1P Address: 192.168.1.1
Subnet Mask: 255,255,255,
WIRELESS LAN INFORMATION
Wireless Radio : Enabled

Poverine v
BSSID : 00: £:E3:2F: 19:C1
80211 Mode: Mixed 802, 11b/gjn
Wireless Channel : Auto Scan(recommended)
Wireless Security Mode : WAP2 Mixed
DHCP SERVER INFORMATION
DHCP Server: Enabled
1P Pool Range: 192.168.1.2-192.168.1.100
Lease Time:: 2araur
Domain Hame Server: 216811
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In this page, you can view basic information of the PLC wireless router, such as
the information of WAN and LAN interfaces, wireless LAN information and DHCP
server Information.

Click Refresh to refresh the information in this page.

5.5.2 LAN Client
Choose STATUS > LAN Clients, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP

Device Info Helpful Hints...

LAN Clients

R Table

WIRELESS CLIENTS

t of all LAN

In this section you can see what LAN devices are currently leasing IP addresses. FT| memEre
to your

Lc

SSID  Packets  Packets  Errors  Errors Discard  Discard Packets
Sent Received  Sent  Received Packets Sent Received
Pouerline 0 0 i 0 313 i
Ponerine2 0 0 i 0 i i
Ponerine3 0 0 i 0 i i
Pomerined 0 0 i 0 i i

ETHERNET CLIENTS

Device  Packets Packets Errors Errors Discard Discard Packets
Hame Sent Received Sent Received Packets Sent Received
LANL 318 0 0 0 0 0
LANZ 3542 3414 0 0 0 0

DHCP CLIENTS

Hostname 1P Address MAC Address Live Time (s)
g5 192.168.1.2 00:22:19:04:Fe: 26 31046
unknown 192.168,1.123 00:0c:26:7:3: 76 0

In this page, you can view the status information of wireless clients, Ethernet
clients, and DHCP clients.

Click Refresh to refresh the information in this page.

5.5.3 Routing Table
Choose STATUS > Routing Table, and the following page appears.

110



NHP5010 User Manual

II- SETUP ADVANCED MAINTENANCE STATUS HELP

This table is showing you the router forwards list. Routing Table enables you to view the
information created by the router that displays the network interconnection topology.

DEVICE INFO -- ROUTE
Destination Netmask Gateway Flags Metric Service Interface
192.168.1.0 255.255.255.0 0.0.0.0 u 0 a bri

In this page, you can view the routing information of the PLC wireless router.

Click Refresh to refresh the information in this page.

554 Logout
Choose STATUS > Logout to log out of the Web configuration page.
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5.6 Help

Viewing the help information can help you know more about each configuration
page of the PLC wireless router.
Choose HELP, and the following page appears.

II- SETUP ADVANCED MAINTENANCE STATUS HELP
T
* Setyy

SETUP
o Wigard
« Internet Setup
« Wireless Setup
s LAN Setup
« Time and Date
ADVANCED
« Access Control
« Access Control
« Advanced Wireless
« Advanced Network
« PLC Setting
MAINTENANCE
Device Management
Backup and Restore
Firmware Update
Configuration Update
Log Settings
Diagnostics
STATUS
« Device Info
« LAN Clients
« Routing Table

In this page, you can click the menu that you are interested in to view the detailed
information.
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6 Using the Security Pushbutton

This chapter describes how to add new devices to, or remove old devices from a
HomePlug AV logical network (AVLN). Both can be accomplished by using a
Security (NMK) pushbutton.

Operation progress and outcome can be monitored by observing the behaviors of
the Power and Data LED indicators.

6.1 Forming a HomePlug AV Logical Network

When two devices (A and B) with different NMK values are connected to the same
power line, you want them to form a logical network. Do as follows:
Stepl Press the Security pushbutton on A or B for at least 10 seconds. The
device will reset and restart with a random NMK.
Step2  Press the Security pushbutton on the first device A for less than 3 seconds.
Step3  Press the Security pushbutton on the second device B for less than 3
seconds. Press the pushbutton on B within 2 minutes
Step4  Wait for the connection to complete.
The Power LED indicators on both devices will flash evenly at 1-second interval
until the operation succeeds or fails. If the connection is successful, the Power and
Data LED indicators on both devices illuminate steadily. If the connection is failed,
the Power LED indicators on both devices still illuminate steadily, but the Data LED
indicators on both devices go out. In that case, please repeat Stepl to Step4.
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PLC PLC PLC

A and B are not part of AVLN

A and B want to form an AVLN

Press the Security pushbutton on A or B for at least 10 sec.
Press the Security pushbutton on A for |less than 3 sec.
Press the Security pushbutton on B for less than 3 sec.

A becomes “joiner”

B becomes “joiner”

B determines that A MAC address < B MAC address

B becomes “adder”

A accepts the NMK from B

6.2 Joining an AVLN Network

Assume that a network exists, a new device, the ‘joiner’, wants to join the network.
Any device on the existing network can become the ‘adder’.
Stepl Press the Security pushbutton on the ‘joiner’ for at least 10 seconds. The
device will reset and restart with a random NMK.
Step2  Press the Security pushbutton on the ‘joiner’ for less than 3 seconds.
Step3  Press the Security pushbutton on any network device for less than 3
seconds, making it the ‘adder. Please press this pushbutton within 1
minute.
Step4  Wait for the connection to complete.
The Power LED indicators on both devices will flash at 1-second interval until the
process succeeds or fails. If the connection is successful, the Power and Data LED
indicators on both devices illuminate steadily. If the connection is failed, the Power
LED indicators on both devices still illuminate steadily, but the Data LED indicators
on both devices go out. In that case please repeat Stepl to Step4.
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PLC PLC PLC

A and B form an AVLN

C wants to ioin the AVLN

Press the Security pushbutton on C for at least 10 sec.
Press the Security pushbutton on Bfor less than 3 sec.
Press the Security pushbutton on C for less than 3 sec.
B becomes “adder”

C becomes “joiner”

C accepts the NMK from B

6.3 Leaving an AVLN Network

Assume that a network exists. If you want to remove one device, the ‘leaver’ from
an AVLN network, or remove the device from the existing network and have it join
another logical network, do as follows:
Stepl Press the Security pushbutton on the ‘leaver’ for more than 10 seconds.
The device will reset and restart with a random NMK.

Step2  Wait for reset to complete.
The Power LED indicator on the ‘leaver’ will momentarily extinguish during reset
and flash during restart, then illuminate steadily. The ‘leaver’ is removed from the

existing network successfully.
Once the process completes, you may disconnect the device from the medium or

join it to another logical network on the same medium.
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PLC PLC PLC

A, B and C form an AVLN

A wants to leave the AVLN

Press the Security pushbutton on A for more than 10 sec.
A computes a random NMK

A resets and restarts
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Appendix A Troubleshooting

Why all the LED indicators are off?
Check the connection between the power adapter and power socket.
(1) Check the connection between the power adapter and power socket.

(2) Check whether the device is turned on.

Why the LAN1 or LAN2/WAN indicator is off?

(1) Check the connection between your PLC wireless router and computer, hub, or
switch.

(2) Check the running status of your computer, hub, or switch, and verify whether
they run normally or not.

(3) Check the network cable that is connected to the PLC wireless router and other

devices.

Why you fail to access the Web page?
Follow the steps below to check the connection between the computer and the
device:

(1) Click start > Run and enter ping command ping 192.168.99.1 (the IP address
of PLC wireless router).
(2) If you fail to access the PLC wireless router, check the following settings:
- The network cable type
- The connection between your router and the computer

- TCP/IP settings of PC

How to restore factory defaults after carrying out the incorrect configuration?
(1) Press the Reset pushbutton for more than 3s and then release it. The PLC

wireless router restores the factory default settings.
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(2) The default IP address of the PLC wireless router is 192.168.99.1 and the
subnet mask is 255.255.255.0.
(3) The user name and password of the super user are admin.

(4) The user name and password of the common user are user.
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Appendix B Specifications

PLC Module Specification

Chip Qualcomm Atheros AR7420/AR1540

Firmware Support North America/Europe/APAC/Japan
HomePlug AV

Protocol IEEE1901
IEEE 802.3 10/100 Ethernet (100Mbps)
IEEE 802.3u Fast Ethernet

PLC Rate 500Mbps

Signal Band 2~68MHz

Modulation Mode

Support OFDM 4096/1024/256/64/16/8-QAM, QPSK,
BPSK, and ROBO

Encryption 128-bit AES
Support four-level QoS
QoS Support VLAN priority

Support ToS and CoS packet classifications

Operation Mode

Support priority-based CSMA/CA channel access scheme

Multicast Support IGMP management multicast session.
Wi-Fi Module Specification
Chip Qualcomm Atheros AR9341
Flash Memory 64Mbps
DDR SDRAM: 256Mbps
IEEE 802.11b/g/n
Protocol
IEEE 802.3/3x/3u
Wireless

Frequency Range

2.4 GHz~2.484 GHz

Channel

1~13

Wireless Signal
Rate

11b: 11/5.5/2/1Mbps

119: 54/48/36/24/18/12/9/6Mbps

11n: up to 300Mbps in 40MHz mode and up to 150Mbps in
20MHz mode.

Output Power

11b: 16~17 dBm
11g9: 14~17 dBm
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11n: 11~16 dBm

Receiving
Sensitivity

11b: 11Mbps/-84dBm
11g: 54Mbps/-75dBm
11n: 300Mbps/-64dBm

Operation Mode

2TX/2RX

Multiple SSID Up to 4 BSSIDs
. WEP, WPA-PSK, WPA2-PSK, and WPA/WPA2-PSK
Security o
L SSID hiding
Authentication .
MAC address access control list
System Specification

LED Indicator

Power: Indicate power status.

LANZ1: Indicate the connection status of LAN1 interface.

LAN2/WAN: Indicate the connection status of LAN2/WAN
interface.

Data: Indicate PLC rate.

WLAN/WPS: Indicate WLAN and WPS connection status.

Power Socket

Support power sockets of English-style, European-style,
Japanese-style, and Chinese-style.

Ethernet Port

2 x RJ45 for 10/100 Ethernet (Auto MDI/MDI-X)

Antenna PCB-Antenna x 2

Security: Set the status of device members.

Reset: Restore factory default settings.

WPS: Press this pushbutton for less than 3 seconds to
Button

enable the negotiation of PBC mode. Press this
pushbutton for more than 5 seconds to enable or

disable WLAN.

Software Upgrade | Support software upgrade by Web page.
Consumption 6.5W
Environment Requirements
Operatin

e 0~40°C
Temperature
Storage

-10~70°C
Temperature
Operating .
. 10%~85%, non-condensing

Humidity

Storage Humidity

5%~90%, non-condensing
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Rated Input 100~240 V AC, 50/60Hz
EMC and Safety
Compliance FCC Part 15 Class B, CE
Safet

Y — UL
Authentication

Green Standard ROHS

Physical Characteristics

Dimension L xW x H: 107mm x 62mm x 48.5mm

Weight 1809
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